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ABSTRACT

Understanding the flow of information is an important aspect in
computer security. There has been a recent move towards tracking
information in hardware and understanding the flow of individual
bits through Boolean functions. Such gate level information flow
tracking (GLIFT) provides a precise understanding of all flows of
information and is an invaluable tool for proving many system
security properties. This paper presents a theoretical analysis of
GLIFT. It formalizes the problem, provides fundamental
definitions and properties, introduces precise symbolic
representations of the GLIFT logic for basic Boolean functions, and
gives analytic and quantitative analysis of the GLIFT logic.

1. INTRODUCTION

Many computing systems are often entrusted with confidential
data, and therefore the need to ensure that these systems are secure
is crucial. Determining the exact flow of information throughout a
system is paramount in verifying that data is secure. Information
flow tracking (IFT) is a tool that can be used to identify security
vulnerabilities, so that they can be handled in an appropriate
manner. [FT associates a tag with a piece of data; the tag indicates
a specific property about that information.

Initial research in this domain concentrated on software
mechanisms to monitor information flow [1][2][3]. Although
effective in some applications, the underlying hardware is capable
of leaking information through timing, power, thermal and other
covert channels. These information flows can only be exposed with
an understanding of the hardware upon which the software is
running. Most existing hardware techniques for IFT tag information
are at the instruction or register level [4][5]. This leads to overly
conservative or imprecise IFT because entire words are being
flagged as tainted rather than specific bits. In order to have more
precise IFT, data should be tracked at the gate level. This is known
as Gate Level Information Flow Tracking (GLIFT).

GLIFT, as proposed by Tiwari et al. [6], is a form of IFT that
tracks bits precisely at the gate level. They define a method to
generate shadow logic that monitors the flow of information
through Boolean gates. This is a more precise method for tracking
information, and provides a deeper understanding of information
flow through the computing system. They use GLIFT to design a
more secure computing system, e.g., a processor that ensures strict
non-interference [7].
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This paper expands on previous work by providing a theoretical
foundation for generating and understanding Shadow (or GLIFT)
Logic as used by [6][7].

The major contributions of this paper are:

1) Defining and proving fundamental properties of GLIFT:
We precisely define the idea of faint and prove fundamental
properties of the GLIFT logic.

2) Providing a precise symbolic representation of the GLIFT
logic for basic Boolean functions: We derive a symbolic
representation of the shadow logic and formally analyze the
properties of common logical constructs including gate
primitives and multiplexers.

3) Analytic and quantitative analysis of GLIFT logic: We
present and analyze properties of the GLIFT logic for basic
Boolean functions and a number of ISCAS benchmarks.

The remainder of this paper is organized as follows. Section II
provides details about shadow logic generation including a
symbolic representation of the Shadow Logic Function. Section III
we provide experimental results of our shadow logic
implementations using ISCAS benchmarks. We conclude in

Section VI.
2. THEORY

Shadow logic is the co-existing logic that propagates
information throughout a system. This logic performs no

operations that affect the way that the system operates. The
shadow logic is used to understand where information is
propagating to point out where potential security vulnerabilities are.
Before the methods for generating shadow logic can be described,
the definition of taint needs to be understood. Throughout this
discussion, the shadow logic for AND/OR gates and a 2-input
MUX will be discussed.

Definition 1—Taint: Taint is a tagged associated with a bit that
indicates that this information should be tracked. If an output is
dependent on the value of a tainted input, then the taint is said to
propagate from the input to the output.

Thus if toggling the logical value of a particular tainted input
changes the output, a term needs to be added to the shadow logic to
cover this specific case. To generalize the definition of taint, the
next subsection describes taint in much more detail. For example, a
2-input AND gate where one of the inputs is un-tainted with the
value of ‘0’ means that the output is always un-tainted regardless of
the other input value and its taint.



2.1 Fundamental Properties of GLIFT

Upper-cased letters with a subscript, 41, 4,,+,4,, are used to
denote logic variables and lower-cased letters with a
subscript, a;,a,,*-,a,, are used to denote the taint of
Ay, Ay, -+, Ay tespectively. f, g and h are used to denote logic
functions and sh(f"), sh(g) and sh(h) to denote the Shadow Logic
Functions for f, g and h respectively. When the taint of a logic
variable is ‘0°, the logic variable is not tainted. On the other hand,
if the taint of a logic variable is ‘1’, this variable is tainted.
Throughout this discussion, shadow and taint will be used
interchangeably.

Definition 3—Taint of Original Logic Function: The Original
Logic Function is said to be tainted when toggling tainted input(s)
of the function leads to a change at the output. In other words, a
flow of information from a tainted input propagates to the output.
Definition 4—Shadow Logic Function: The Shadow Logic
Function is a logic function of the Original Logic Function
variables, their inverses and their shadow values, given in the form
of

sh(f) = sh(Ay, Az, Ap, Ay, Az, A, @1, 0,7+, Gn)

The Shadow Logic Function will output logic true whenever the
Original Logic Function gets into a tainted state and logic false
when there is no information flow through the Original Logic
Function. The Shadow Logic Function is the sum of minterms
composed of the logic variables, their inverses and their shadow
values.

Theorem 1: A simplified Shadow Logic Function will contain
only one of either 4;, 4,, or ;.

Proof: Only tainted logic variables have a chance to taint the
Original Logic Function. Thus a simplified Shadow Logic
Function contains only the shadow values of the logic variables but
not their inverses. Meaning, terms containing @, (i = 1,2,---,n) are
not present in a simplified Shadow Logic Function.

If the product of 4; and a; (i = 1,2,-:-,n) appears in the Shadow
Logic Function, there must be at least one other product term that
contains the product of A, and a; among all the terms of the
Shadow Logic Function in order for simplification to occur.

Assume that the following term appears in a Shadow Logic
Function:

m(By, By, -+, A; = 1,-+, By, by, by, -+, a; = 1,-+,b;)
B; €{0,1}, b; € {0,1}, j=12,---,r

By the definition of taint, changing a tainted input needs to be

tracked by the Shadow Logic Function, thus another term:

m'(By, By, -+, A; = 0,-+, By, by, by, -, a; = 1, b,)
B; € {0,1}, b; € {0,1}, j=12,,r

will also taint the output since the logic values and shadow values
of the rest of the logic variables are kept unchanged. Thus terms
with products of A; and a; always appears in pairs (e.g. m +m’) in
the Shadow Logic Function. This leads sub-terms m and m' to be
automatically reduced.

Lemma 1.1: The Shadow Logic Function of a single variable
function is the taint of that logic variable. This is because the logic
variable and its taint cannot appear at the same time in the Shadow
Logic Function.

Theorem 2: The inverse of a Shadow Logic Function is equal to
the Shadow Logic Function itself.

Proof: As mentioned, all changes to tainted inputs of a function
need to be tracked in order to capture all flows of information. So

single variable logic functions such as g = A and g' = A share the
same Shadow Logic Function sh(g) = sh(g").

Lemma 2.1: Inverters change the value of the logic input but do
not affect the taint bit. In other words, the taint bits are propagated
from input to output.

Lemma 2.2: Inverting the Original Logic Function does not
invert the Shadow Logic Function.

Now that taint is defined, the next subsections discuss the different
ways in which Shadow Logic can be derived. These methods
includle a Brute Force and Symbolic  approach.

2.2 Deriving a Shadow Logic Function

One approach is a Brute Force one that is based on the definition
of flows of information and taint. The method works by changing
the inputs to a logical function and observing what combinations
cause a difference in the output. If a change occurs, minterms are
added to the Shadow Logic Function for the input combinations
that caused this change.

An alternative to this Brute Force method is to use a generalized
form for obtaining Shadow Logic for AND/OR gates in a symbolic
manner. This Symbolic AND/OR approach divides the problem
into subsections and generates shadow logic for these sections. To
get precise results, this approach requires some assumptions.
Specifically, all logic AND expressions are assumed to be
simplified and all sub terms in logic OR expressions do not contain
the same logic variable. Stated more formally:

1. If a logic AND expression f is the product of two sub logic

AND terms, g and h, then g and h should not contain the same

logic variable. Otherwise f is not simplified or constantly logic

zero. Cases such as:
f=a-ab g=ab-b

violate this assumption.

2. If a logic OR expression f is the sum of two sub logic AND

terms, g and h, then g and h should not contain the same logic

variable. Cases such as:
f=a+ab g=ab+ch

violate this assumption.

Representing AND expressions: The general form of a logic
AND expression is f = g - h. Using the logic function for AND,
(2-input AND), the Shadow Logic Function for inputs g and h can
be realized. We denote sh(f),sh(g) and sh(h) as the shadow
logic function of f,g and h respectively. The resulting shadow
logic is shown below in Equation (1):

sh(f) = g - sh(h) + h - sh(g) + sh(g) - sh(h) 1

To conceptually understand Equation (1), it can be seen that the
first term at the left side of the formula means when g is un-tainted
and logic true, sh(h) will determine if f is tainted. When h is un-
tainted and logic true, sh(g) will determine the taint. The final
term shows that if both inputs are tainted, then the result should be
tainted. The above formula can be given a different form as shown
below in Equation (2). This representation is symbolic.

sh(f) = (g +sh(@) - (h+sh(W))—g-h ()

Although Equation (2) is symbolic, it provides a good
conceptual understanding of taint. g + sh(g) means two conditions
of g contribute to an tainted output, i.e., un-tainted true or tainted.
The minus sign here means removing the term from the expression.
It is important to note that g - h = 1 should not affect the output of
the Shadow Logic Function and thus needs to be removed.



The same methodology can be used for AND;. Assume
f=g-h-k. The same constraints apply to the inputs of AND;
here. Using the above formula, the result below is obtained:

sh(f) = (g + sh(g)) - (h+ sh(R)) - (k + sh(k)) —g-h -k
With the minus operation, which means removing the term that
follows it from the logic function, a general form of the ANDy
Shadow Logic Function can be given as Equation (3) (multiply is
defined for logic function with meaning of logic AND):

N

Sh(F = fi- o f) = [ [ +sh) = @
i=1

Additionally, the Shadow Logic Function for NANDy is identical
to Equation (3) by Theorem 2.

Representing OR expressions: The general form of a logic OR
expression is f = g + h where g and h are independent, i.e. do not
contain the same logic variables. We use sh(f), sh(g) and sh(h)
to denote the Shadow Logic Functions of f, g and h respectively.
As shown by Theorem 2, sh(f) = sh(f) is true for any logic
function. So the result for the AND, expression can be used to
directly obtain the shadow logic for OR,. Rewriting the Logic
Function for OR; using De Morgan’s Law the following holds:

f=g-h
Thus, Theorem 2 states that f = g - h has the same shadow logic
for a function f = g-h and the same approach can be used for
OR, as it was for AND,.
sh(f) = sh(f) = g - sh(R) + - sh(g) + sh(g) - sh(h)

Because sh(§) = sh(g) and sh(k) = sh(h), the result is:

sh(f) = g - sh(h) + h - sh(g) + sh(g) - sh(h)
Also, rewriting the equation in a similar manner as AND:

sh(f) = (g + sh(g)) - (A + sh(h)) — 3 - h
Extending this Shadow Logic Function for ORy yields the general
form below (4):
N

sh(f =fi+ fot ot f) = [ [(F+sh)-F @
i=1
Again, by Theorem 2, the Shadow Logic Function for NORy is
identical to ORy, namely Equation (4).
Representing XOR expressions:

The Shadow Logic Function for XORy can be conceptually
understood because a change to any input will invert the output. In
other words, the output of XORy is un-tainted only when all inputs
are un-tainted. If lower-cased letters with a sub-script are used to
denote the taint bit for the logic variables, the Shadow Logic
Function for XORy will be as follows:

sh(f)y=a; +ta, + - +ay

Representing a 2-to-1 MUX: The logic form of a 2-input
Multiplexer requires a different approach than AND or OR because
the terms of the logic expression are not independent.

The logic function of MUX, isf =g-s+h-5. Denote
sh(f), sh(g), sh(h) and sh(s) as the Shadow Logic Functions
for f, g, h and s respectively. The logic function of MUX,
contains dependent terms (gs - hS = 0), so the formula for OR,
cannot be used to create a precise Shadow Logic Function. Instead,
it needs to be treated as another basic unit and have its Shadow
Logic Function analyzed separately.

Equation (5) shows the Shadow Logic Function for MUX,. The
first term shows that when s is un-tainted true, g determines if f is
tainted. The second term shows when s is un-tainted false, h

determines if f is tainted. The third term shows that when s is
tainted, the only case that should produce an un-tainted output is
when g and h are both un-tainted and g equals to h. Thusif g # h
and s is tainted, then the result will be tainted. From the analysis,
we can get the precise Shadow Logic Function for MUX, if g, h
and s are independent.

sh(f) = s - sh(g) +5 - sh(h) + ((g @ h) + sh(g) + sh(h))

- sh(s) (5)

It is difficult to see how the complexity of the Shadow Logic
Function grows with the number of inputs to a logic function with
this representation. To better understand the complexity for gate-
primitives, the following section provides a method for counting
the number of minterms in a Shadow Logic Function for gate-
primitives with different numbers of inputs.

2.3 Counting Minterms of Logic Primitives

The number of minterms for AND, OR, NAND, NOR, and XOR
gates can be counted quantitatively as outlined below.

Number of minterms for ANDy: For ANDy, the number of
minterms in the Shadow Logic Function can be calculated using
Equation (6).

N-1

num:22N—C}VV-ZN—ZC}V-(Zi—1)-2N—i 6)

i=1
Equation (6) calculates the number of minterms in a Shadow Logic
Function by subtracting the un-tainted minterms from all possible
minterms in the shadow logic truth table. With this analysis, the
number of minterms can be calculated for a varying number of
input AND gates outlined in the experiments section.
Number of Minterms for ORy: The Shadow Logic Function for
ORy is the dual of the logic function for ANDy and can be seen
from the equation below.

Ay - Ay Ay =A_1+A_2+...+A_n
As already shown, the function fand f share the same Shadow
Logic Function. So 44, 4,, --+, A, in the Shadow Logic Function for
ANDy needs to be replaced with 4;, A, -+, A, respectively in
order to obtain the Shadow Logic Function for ORy. That is to say,
the Shadow Logic Functions for an AND gate and OR gate have
the same number of minterms due to this property. However, it is
important to keep in mind that they do not have the same logic
function. This can be taken a step further; any two functions f and
g satisfying the following equation:
f(Al,Az, JAn) = NOT g(Al,Az, Y A‘n)
have the same number of minterms in the Shadow Logic Function.
Number of Minterms for NANDy and NOR y:
As stated in Theorem 2, invertors change logic values while
keeping the taint status un-touched. So any two functions satisfying
the following equation have exactly the same Shadow Logic
Function.
f(ApAz' -+, A,) = NOT g(Ay, Az, -, Ay)

With this it can be seen that NANDy and NORy have the same
number of minterms as ANDy and ORy.
Number of Minterms for XORy:

To count the number of minterms in the Shadow Logic Function
for XORy, the number of un-tainted entries from the shadowed
truth table needs to be removed from all possible values. Since all
input values need to be un-tainted to have a taint free output, 2%
possibilities need to be removed from the total number of minterms
in a Shadow Logic Function. Equation (7) formalizes this analysis:

num = 22N — 2N 7



The next section provides experimental results using this
counting method for gate primitives. It also provides the number of
minterms for more complicated combinational logic circuits
including ISCAS benchmarks.

3. EXPERIMENTAL RESULTS

This section shows experimental results in terms of the number
of minterms of a Shadow Logic Function. The number of
minterms is used as our metric because it conveys the complexity
of the results independent of optimizations. It allows us to
accurately show how the complexity of the problem grows with an
increasing number of inputs to the Original Logic Function.

Quantitative calculations are done on a varying number of input
AND, OR, NAND, NOR, and XOR gates using the counting
method in Section III. Tests were also run on combinational
ISCAS benchmarks and non-ISCAS benchmarks using the methods
discussed in Section III.

3.1 Number of Minterms for Gate Primitives
Using the counting methods as addressed in Section III, the
number of minterms were calculated for input sizes of 1 to 12 for
AND, OR, NAND, NOR, and XOR. The results for these gates can
be seen in Figure 3 below. The number of minterms corresponds to
the amount of taint that a function will pass from the inputs to the

outputs.
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Figure 1—The Shadow Logic Function of gate primitives grows
exponentially on the number of inputs. AND, OR, NAND, and
NOR all have the same number of minterms. This plot is in log
scale. The number of minterms corresponds to the amount of

taint that propagates through the function.
As discussed in Section III, AND, OR, NOR, and NAND all

share the same number of minterms due to Theorem 2. The results
show that as the number of inputs increase, the number of minterms
of the Shadow Logic Function increases exponentially. The plot, in
log scale, shows the total number of minterms possible for the
Original Logic Function (2~) and the Shadow Logic Function (22).
For XOR, the number of minterms approaches the total number of
minterms for a Shadow Logic Function with N inputs. This is due
to the property of XOR that requires each input not be tainted in
order for the result to be un-tainted.

3.2 Number of Minterms for ISCAS

Benchmarks

The number of minterms for Shadow Logic Functions of some
more complex logic circuits can also be realized. The results in
Figure 4 are shown for ISCAS benchmarks 74L.85(4-bit magnitude
comparator), 74283(Adder), and s344/s349 (4x4 add-shift
multiplier). Results are also shown for a simple Bit Shifter and a
Multiplexer with different numbers of inputs. We were limited to
the number of ISCAS benchmarks we could test due to the
exponential increase in the number of minterms on the number of

inputs.

Similar behavior is seen in these more complicated logic blocks
at it was seen for the gate primitives. Graphically these numbers
are represented in Figure 4 below. The Figure is grouped into
sections based on the logic blocks tested. Specifically 1, 2, 3, and 4
input Adders, Multipliers, and Comparators were tested as well as
2, 4, and 8 bit Shifters and Multiplexers. Figure 4 shows that,
similar to the gate primitives, the number of minterms for more
complex logic blocks also increases exponentially on the number of
inputs, i.e. O2*N).

10’ — —
L —
3 10° —
£ 10
3 10°
£ .2
s 10
10
Py
1~4-bit 1~4-bit 1~4-bit 2,4,8-bit 2,4,8-bit
Adder Multiplier Comparator Shifter Multiplexer

Figure 2—The Shadow Logic for more complicated logical

functions also grows exponentially on the number of inputs.

This data shows that tracking data at the gate-level becomes
difficult to manage because of the large increase in the number of
minterms.

4. CONCLUSION

This paper presents the theory behind the Shadow Logic for
systems that implement Gate Level Information Flow Tracking
(GLIFT). It provides an analysis by formally defining taint and its
properties. It also presents different methods for understanding
shadow logic. Experimental results show that the number of
minterms for the shadow logic of a logic function grows
exponentially with the number of inputs O(2°™).

5. REFERENCES

[1] D. Volpano, C. Irvine, and G. Smith “A sound type system for secure
flow analysis,” in Journal of Computer Security, 4(2-3):167-187,
1996.

[2] A. Sabelfeld and A. C. Myers. “Language-based information-flow
security,” [EEE Journal on Selected Areas in Communications,
21:2003, 2003.

[3] A. C. Myers, N. Nystrom, L. Zheng, and S. Zdancewic. Jif: Java
information flow. Software release. http://www.cs.cornell.edu/jif, July
2001.

[4] G. E. Suh, J. W. Lee, D. Zhang, and S. Devadas. “Secure Program
Execution via Dynamic Information Flow Tracking,” In ASPLOS-XI:
Proceedings of the 11th international conference on Architectural
support for programming languages and operating systems, pages 85—
96, New York, NY, USA, 2004. ACM Press.

[5] M. Dalton, H. Kannan, and C. Kozyrakis. “Raksha: A Flexible
Information Flow Architecture for Software Security,” In 34th Intl.
Symposium on Computer Architecture (ISCA), June 2007.

[6] M. Tiwari, H. Wassel, B. Mazloom, S. Mysore, F. Chong, and T.
Sherwood. “Complete information flow tracking from the gates up,”
In Proceedings of the 14th International Conference on Architectural
Support for Programming Languages and Operating Systems
(ASPLOS), 2009.

[71 M. Tiwari, X. Li, H. M. G. Wassel, F. T. Chong, and T. Sherwood.
“Execution Leases: A Hardware-Supported Mechanism for Enforcing
Strong  Non-Interference,” Proceedings of the International
Symposium on Microarchitecture (Micro), December 2009. New
York, NY




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


