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MOTIVATION

Microprocessor Design

Marketing Requirements

Bottlenecks in Existing Design

TechnologyEmerging Applications

“ I think there is a world market for maybe five computers”

- Thomas Watson, IBM Chairman, 1943

“There is no reason for anyone to have a computer in his home”

- Ken Olson, DEC President, 1977



SECURITY APPLICATIONS
An Emerging Embedded Workload

DATA SECURITY

Network Routers

Wireless Connection for Palm Pilots

Telephony Systems DSL Modems

Text Message Pagers

Internet Ready Cell Phones



PROJECT CONTRIBUTIONS
What is the deal?

Problem
♦ Characterize security applications & create a 

program behavior model

Deliverables
♦ Inherent parallelism in security applications
♦ Micro-architecture independent characteristics 

of security applications
♦ Analysis of applications characteristics and its 

impact on architecture design



PREVIOUS WORK – I

Parallelism Limit Studies
• Dataflow Graphs [Arvind et al., 1988]

*  Results not biased by implementation constraints
*  Parallelism = Inherent + Specific Implementation

• Instruction Trace [Wall, 1991]
*  Speculative Execution, Memory Disambiguation etc.
*  Speedup of 7-60 observed

• Abstract Machines [Wilson & Lam, 1992]
* Seven Abstract Machines
*  Control flow is complex and highly data dependent
*  Evaluates three techniques useful to relax constraints



PREVIOUS WORK - II

♦ General Purpose Workloads 
* Scientific, Commercial, Web, Multimedia, and Graphics 

♦ Embedded Workloads
* Network, Multimedia, and Telecommunication

♦ Workload Characteristics
* Micro-Architecture Dependent & Independent

PowerInstructions Per CycleThroughput

Cycles Per InstructionBranch Prediction AccuracyCache Miss Rate

Dependency DistanceOperating System Vs User CodeBranch Predictability

LocalityComputation : CommunicationParallelism

Basic Block SizeStatic & Dynamic SizeInstruction Mix



METHODOLOGY
Selecting Representative Workload
♦ Encryption / Decryption algorithms are at the heart of 

security applications
• Pretty Good Privacy  • Rijndael
• Blowfish              • Secure Hash Algorithm

Inherent Parallelism
♦ Abstract application from specific implementation

♦ Model algorithms using SDF or BDF in Ptolemy

Micro-Architecture Independent Characteristics
♦ Synthesize Programs / Compile programs for ARM ISA
♦ Instrument Strong-ARM cycle accurate simulator 
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