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Abstract

The Web-Enabled Simulation (WEDS) framework from the University of Texas a Austin
complements the Web-Enabled Eledronic Design(WELD) system at the University of California
at Berkeley by adding suppat for the simulation, debugging, and design of software for embedded
procesors. WEDS is a dient/server framework that current offers interfaces to ore
microcontroller simulator, two dgital signal processor (DSP) simulators, and ore DSP board.
WEDS consists of GUI Java applets running on the dient side, a multi-threaded TCP/IP
communicaion server (Java gplicaion) runnng on the server, and a group d simulators and
debuggers for DSPs and microcontrollers. WEDS makes use of sockets, multiple threads, and
Unix interprocess communicaion. In this projed, we expand WEDS by redesigning the Java
applicaion server and the protocol between Java dients and the server, providing seaurity and
privacy by proving user file protedion on the server and wsing authenticaion and RSA
encryption/deayption for communicaion, and dynamicdly configuring both the server and its
clients. The WEDS framework's flexibility, scdability, patability and seaurity are grealy

enhanced.



1 Introduction

Computer-Aided Design (CAD) tods are essntial for designing integrated circuits and their
importance is increasing as circuit designs become more and more mplex. With the
development of microeledronics techndogy like deg sub-micron techndogy, new Eledronicd
Design Automation(EDA) tods and methoddogies to reduce product development time and cost
are emerging all the time. Most of these tools are currently very loosely coupled.

However, increased chip densities and the design o higher performance systems have outgrown
the arrrent era of loose mlledions of EDA tods. Keging pacewith the adlvancement and the
required designer productivity improvements will necesstate amoperative work aaossthe industry
toward creding a highly scdable and robust environment in order to med EDA system needs in
the area of designer productivity and design complexity management.

Distributed computing, Client/Server tecdhndogy, and the tremendous growth of Internet bring us
oppatunities to solve this problem. Now the World Wide Web(WWW) has changed and is
continuing changing many aspeds of our life. The natura feaures of the web like scdability,
platform independence, partability, timely distribution, robustness and flexibility are perfed fits
for the new needs of EDA. The grea advantages of putting system level design toadls on the web
has aready been redized by some CAD tods vendas and reseachers. Web-Enabled Eledronic
Design (WELD) at the University of California & Berkeley aims to construct the first operational
prototype of a national-scde CAD design environment enabling Internet-wide IC design for the
U.S. eledronics industry [1]. In the small, WELD will empower individua American eledronics
designers by affording them efficient desktop access to, and seanless interoperability of, the
numerous, heterogeneous resources forming a national scae dedronics design system built upon

the Nationa Information Infrastructure. In the large, WELD will reduce éedronics industry



market entry barriers to new entrepreneurs by providing a streamlined pay-per-use design
development environment and a robust software distribution infrastructure. In reducing the @sts,
and shortening the time-to-market of new intelledua capital, WELD is expeded to stimulate the
whole U.S. electronics industry to dramatic new growth.

The system of WELD consists of three parts. remote servers, network services, and clients. The
clients communicate with communicaion server which provides network services. And the
communicaion server dispatches the requests of clients to remote servers over the the distributed
environment or on the same machine.

There are three great challenges for WELD to reach its goals. They are:

1. scalability, including both tools and ussalability

2. security, privacy and fairness

3. reliability, robustness and quality of services.

In ou projed, Web-Enabled Simulation(WEDS) [2], we am to establish a scdable and seaure
client/server framework on the Internet that can offer interfaces to some microcontroller
simulators, digital signal processor (DSP) simulators, and DSP board simulators. World Wide
Web is the most popuar part of the Internet right now. So it becomes our natural platform to pu
those simulators on line.

Basicdly the DSP'microcontroller Simulator is a software tod for developing programs and
agorithms for DSP'microcontroll ers. The smulator exadly dupicaes the functions of suppated
DSPmicrocontroller chips, usualy including all on-chip peripheral operations, al memory and
register updates associated with program code exeaution, and all exception processng adivity.
The devicés pipelined bus adivity is exadly simulated. This enables the Simulator to provide the

user an accurate measurement of code execution time, which is so critical in DSP applications.



Web-Based DSPmicrocontroller  Simulator/Debuggers  provides WEB  access to
DSPmicrocontroller simulators/debuggers. You can profile and validate enmbedded software,
lean DSP'microcontroller architedures, evaluate different DSHmicrocontroller architedures,
access latest tedhindogy immediately since it is on the WEB, simulate the whoe system, and
reduce the workstation expenses for dedicated DSFPmicrocontroller simulators. All you reed is a
desktop machine, a Java enabled browser and Internet connections.

Most of the dhallenges faced by WELD are dso the greaest chall enges we need to address Our

goadl isto maximize the configurability, flexibility, scdability and seaurity. Because our system is

nat so complicaed as WELD, those isaues facad by WELD are relatively easier to ded with. The
following challenges are speafic to ou Web-Based DSRP'microcontroller Simulator/Debuggers
system:

1. portability limited by Java. Java itself is always changing. The airrent version is not even
compatible with the previous versions.

2. efficiency limited by Java Virtual Machine and WEB browser.

3. seaurity aso limited by Javas saurity architedure. Java applets do nd have privileges to
accesslocd file system. And Java applets can only establish ore ommunicate with the server
where it comes from.

4. privagy. We will provide protedion ketween user fil es. Both authenticaion and encryption are
necessary.

5. configurability and scdability depend on hav well the enbedded procesors can be modeled

by some simple configuration files and how common these processors are.

2 Objectives



Our long term goal is to establish a flexible, scdable and seaure dient/server framework on the
Internet that can offer interfaces to as many as posshble microcontroller simulators, digital signal
procesor (DSP simulators, and DSP board simulators, or other embedded processors, and
possbly to integrate into the WELD projed. Our immediate objedive is to make the airrent
framework more flexiblescalable, configurable, portable and secure.

To fulfill this obedive, we need to provide portability, authenticaion, pivacgy,
encryption/decryption to both the client users and the server.

For the cnsideration d portability and wer friendiness we doose Java for most of the
programming. As long as the users have Java-enabled WEB browser, the dient side program can
be exeauted. For the server side, it is aso easy to pat the server program to ather platforms as
long as they suppat Java Virtua Madine. So by choosing Java, the wmde itself will be quite
portable.

For scdability, first, on the server side, it is easy to expand the set of DSFmicrocontroller
simulators/debuggers being suppated since dl the simulators/debuggers are standaone and
separate from the communicaion server. And, also onthe server side, the server can configure
itself by cheding resources avail able, seaurity padage installed, etc. Seaond, onthe dient side,
since we developed a protocol to configure the services avail able on the server and communicae
thisinformation to the dient side & the beginning when the dient sendsits query to the server, the
client program doesn't need to make any modification. It will be automatically configured.

For seaurity and privacy, we neal authenticaion for client connedion requests, encryption for all
the data flowing between clients and server, protedion for both user files on the server and

server's own private files. We also set up quota/limitation for users' files.

3 Design, Implementation & Contribution



The Web-Based DSP'microcontroller Simulators/Debuggers g/stem consists of GUI Java applets
runnng on the dient side, a multithreaded TCP/IP communicaion server(Java gplication)
running on the server, a group d simulators and debuggers for DSPs, microcontrollers and/or

other boards, and layers of security, as illustrated in Figure 1.

Graphica User Interface (Java Applets)

Security Layer(optional)

Java-enabled Web Browser

Untrusted Internet

Security Layer

Internet TCP/IP Server (Java Application)

Simulators/Debuggers (C/C++)

Figure 1: Architecture of WEDS
The dients(Java applets) and the server(Java eplicaion) basicdly follow the Client/Server
model. Server program continuotsly listens for conredions requests from clients. A typicd track
of one execution experienced by the client looks like this:
1. First a dient will send a padket containing information abou its puldic key, version
information, etc. to the server.
2. After server gets thisinformation, it will reply to the dient by sending a message of the same
structure, informing the dient its puldic key and aher information, and it starts to challenge
the dient, asking his’her user name, password. At this point, bah the dient and the server

know about each other's public key. But the private keys are kept secret forever.



3. The dient sends his’her user name/passwvord pair to the server in an encrypted form, which is
adualy encrypted by the RSA [3] algorithm using the server's pulic key. So athough maybe
anybody can eavesdrop this message, only the server can decrypt it.

4. After the server gets the user name/passvord pair, it deaypted that with the its private key. So
the original data is recovered.

5. The server cheds to seeif the user name/passwvord peir has a match in its accepted user
name/passvord table. If it does, the mnnedion request is accepted. Otherwise the dient is not
a legal user.

6. The server responds to the dient by accepting or denying entrance Also, this message is
encrypted by the client's public key, which it gets from the first packet from the client.

7. The client decrypted the message received using the its own private key.

8. If the dient is granted entrance, then it will send a query to the server, querying what kind o
services are available on the server. Also, this query message is encrypted the same way as
above.

9. The server responds by sending the list of available services to the dient, and d course in
encrypted form.

10.The dient configures itself(GUI setting up) by the information it gets from the server. And
then it sends a request of a certain DSP Simulator/Debugger/Board to the server.

11.The server initiates an instance of the DSP Smulator/Debugger/Board requested by the dient.
And it is ready to accept commands issued by the client program.

12.The dient user is freeto udoad files on the server(limited by quaa). And it can retrieve
his/her own files next time when he/she logs in.

The implementation is based on pevious work. The dient GUI doesn't change much. | inserted in

a processof user name/passvord chedking. Now all the data streams between the dient and the



server are encrypted except the first message, which is plain text exchanging ead aher's puldic
key information. | renovated the server, redesigned the communicaion protocol. On the server
side, when a new connection request comes in, it can be of one of the following four:

1. alogin connection: waiting for usg@asswd checking

2. a query about what kind of services available on the server

3. a DSP Simulator/Debugger/Board request

4. a security information exchange
The format is like the following. For thefirst three the message is: ainteger value of CHECK _IN,
GET_RESOURCES, or simulator ID, flollowed by atab "\t', and a string end with \n'. For seaurity
information exchange, the format is: ainteger of value SECURITY _INFO, followed by a tab \t',
and aserializable object containing using/not-using encryption, public key, version, etc.
Dynamic configurations on bdh server and client sides are implemented. The server configure
itself by reading configuration files(resources configuration, wser name/passvord files). Applets
configure themselves based onfeealbadk from the server. Seaurity(data encryptior/deayption) on
the dient side is optional since the dient may not have JCE 1.2 installed. The Java applet will
deted whether JCE is available. So amost no hard coded locd information is contained in the
source ®de. Also, simulators can be alded withou changing any applicaion code. Grea
flexibility, scalability, ancextensibilty are achieved.
Authentication, wser file protedion, seaurity are dso implemented. Seaurity feaures include
authenticaion(passvord  cheding), file protedion(both users and sever), daa
encryption/deayption. RSA [3] of 1024bit key length is used. And the key is dynamicdly
generated for each communication session. So key hacking is almost fruitless.
We dso renovated the communicaion protocols between the dient and the server. Four types of

messages are mmmunicated in the system. Initialization, which basicdly exchanges pulic keys



between clients & server, happens at the very beginning when a dient starts to communicae with
the server. Authenticaion, which is adualy user name/passvord pair matching, happens right
after initiaization. Also, immediately after authenticaion, the server sets up user programs
diredory and exerts protedion on e files. Configuration, which includes client querying abou
avail able services and the server replying, is used for the dient to configure itself. Last is data
exchange, which are ac¢ually the data inpu/output streams, can be dpher input/output streans or
just plain data based on the configuration.

Dynamic configurations are tested by appletviewer. Authenticaion is also tested by appletviewer.
Encryption reals Java Cryptography Extension(JCE) 1.2, which needs Java Development
Kit(JDK) 1.2. The @mndtionis not matured right now. No testing on encryption is dore. But the
framework set up for RSA encryption is corred and qute flexible, which means it is easy to

replace it with other security package.
4 Conclusion

WEDS consists of graphicd user interfaces(Java applets), an Internet server(Java gplicaion),
standalone coommand-line tods(C/C++), a seaurity layer to do communicaion ower the Internet.

The framework is configurable, portable, secure, extensible, and fiistiputable.
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