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Data Message Authentication

Timing Consistency Check

o Verifies incoming signal sNC
timing is consistent with

Overview

o GNSS security Is a concern because attackers
can transmit spoofed signals that can deceive
victim receivers.

Predicated on computational infeasibility of
o performing brute-force search for secret key, or
o reversing one-way hash functions
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Our contribution Is establishing necessary
conditions for timing authentication of
security-enhanced GNSS signals under a
probabilistic framework that combines
cryptographic and signal processing.
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System Model
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Security code wy
o (Generalization of binary modulating seq.

o Either fully encrypted or contains periodic
authentication codes

SCER Detector Power Monitor Distortion Monitor

o Hypothesis test at physical layer to detect If o Monitors nominal in-band power and Monitors distortions of a
security code arrived intact and promptly detects when additional power is spoofing attack that result from

o Measures promptness and accuracy of incoming present due to spoofed signals Interactions of authentic and
signal relative to receiver’s local clock o Limits spoofer’s power advantage spoofing signals

Threat Model

Record and Playback: record and re-
broadcast RF spectrum

Authentic signal only
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Security Code Estimation and Replay
(SCER) Attack: estimate security code on-
the-fly without additional noise
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