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Previous work has described algorithms for detecting stable

This paper discusses efficient detection of global predicates and unstable global predicates [2, 3, 6, 8, 9, 11-15, 17]. See

in a distributed program. Previous work in this area required  [1, 16] for surveys of stable and unstable predicate detection.
predicates to be specified as a conjunction of predicates defined staple predicates are those that never become false once they

on individual processes. Many properties in distributed systems,_ are true. The often cited examples of stable predicates are

however, use the state of channels, such as "the channel isye, 100k and termination. Chandy and Lamport's method [2]
empty,” or “there is a token in the channel.” In this paper, we

introduce the concept of alinear channel predicate and provide for detecting a global predicate involves periodically taking
efficient centralized and distributed algorithms to detect any a glgbal snapshot of the state Of the gystem._Assume the
conjunction of local and linear channel predicates. The class of Predicate becomes true at some tim&heir algorithm will
linear predicates is fairly broad. For example, classic problems €ventually take a snapshot after timeSince the predicate
such as detection of termination and computation of global virtual IS stable, it is true in this snapshot, and will be detected by
time are instances of conjunctions of linear channel predicates. their algorithm.
Linear predicates can be functions of the number of messages  Unlike stable predicates, unstable predicates may alternate
in the channel, or can be based upon the actual contents of the petween true and false values. Note that giveprocesses,
messages. The main application of our results are in debugging each of which takesn steps, O(m™") distinct global states
and testing of distributed programs. For these applications it is gyist for the distributed system. To detect a general predicate,
important to detect the first state where some predicate is true. an algorithm must examine each global state. Cooper and
We show that this first state is uniquely defined if and only if . . . L.
Marzullo describe such an algorithm for predicate detection in

linear predicates are used. © 1997 Academic Press . )
Key Words distributed systems: distributed debugging; predi- [3]. Their approach traverses the lattice of global states, and

cate detection; channel predicate; linear channel predicates. requires exponentialo(m™)) time. In this paper, we discuss a
subclass of predicates (linear predicates) which can be detected

O(m?n + nm) time.

1. INTRODUCTION 1.1. Contributions of this Work

Our detection of global predicates extends the algorithms
A distributed program is one that runs on multiple procegrsed in the detection of weak unstable predicates [9] to in-
sors connected by a communication network. The state of sugfide the state of communication channels. A channel is a
a program is distributed across the network and no process Qiafdirectional connection between any two processes through
access to the global state at any instant. If we wish to evglich messages can be passed. A general mechanism for the
uate a proposition on the variables of a distributed systefistection of channel predicates is an important characteris-
for example, “does a majority of the processes agree on #iefor distributed debuggers. Furthermore, many classic prob-
value ofx?” we must somehow construct a consistent glob@dms, such as distributed termination and bounding of global
view of the states of each process. In this paper we consig@tual time, can be detected by our algorithm.
“global predicates,” that is, boolean-valued functions of the Manabe and Imase [13] presented a method for detecting
global state of the distributed system. Detection of a globgtedicates, including channel predicates, using a replay ap-
predicate is a fundamental problem in distributed computingroach. This approach requires two identical runs and restricts
This problem arises in many contexts such as designing, teiannel predicates to those that can be evaluated by a single
ing and debugging of distributed programs. process. Our approach requires only a single run. Furthermore,
o _ _ our channel predicates are more general because they also in-
"A preliminary version of this appeared as V. K. Garg, C. M. Chase, {j,,de predicates that cannot be evaluated by a single process.
R. Mltchell, and R. K_llgore, _Detectlng conjunctive channel predlcates in a The key to making our algorithm efficient is to restrict the
distributed programming environment, Rroc. of the Twenty-Eighth Hawaii . ) §
International Conference on System Sciendaauary 1995Vol. 11, 1995, pp. Channel predicates to a class which we Ga#tar. An example
232-241. of a linear predicate is “The channel contains exactly five
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messages.” When the channel contains less than five messagjesct analysis to the earliest point in the execution where
this predicate is false and it will remain false until mor¢hings appear to have gone wrong can be immensely valuable.
messages are sent on the channel. If there are more than five

messages in the channel, then the predicate is false, and it 1.3. Organization

will remain false until some messages are received from theThe next section will present the notation, definitions of
channel. We show that linearity is an important key to efficiepfredicates, and our model of a distributed system, which are
detection of channel predicates. In any global state in whiglacessary in understanding the method of detecting conjunc-
the predicate is false, we can be certain of a specific procgge channel predicates. Section 3 presents two predicate de-
which must make further progress before the channel predicgdgtion algorithms. The first algorithm, described in Section
can become true. By eliminating the state from this processp is based on a centralized predicate checker. The second
our algorithms need only evaluate the predicate at r@gstn)  aigorithm (Section 3.3) is fully distributed, with the required
times even though the execution may contaifm") consistent gata structures evenly divided among M@rocesses. Section

global states. . 4 summarizes the paper.
Furthermore, we also show that the first global state
satisfying a conjunction of channel predicates is uniquely 2. OUR MODEL

defined only when linear channel predicates are used. A formal
definition of linear channel predicates is given in Section 2. This section presents the concepts and notation of distributed
runs, global predicates, local predicates and channel predi-
1.2. Applications of Predicate Detection cates.

The ability to detgct.a glpbe_ll predicate is a fundamental 2 1. Distributed Run
requirement for monitoring distributed systems. In some cases,
systems may be written to monitor themselves. For example, Ve assume a message-passing distributed system without
system may use a termination detection algorithm to determid@y shared memory or a global clock. A distributed program
when one phase of the computation has completed and the f@@sists oN processes denoted b1, P, ..., Pn} commu-
should begin. Similarly, parallel simulations are often writteficating solely via asynchronous messages. In this paper, we
to continually monitor the global progression of virtual timeWill be concerned with a single runof a distributed program.
Constantly reestablishing a lower bound on the virtual timfeach proces® in that run generates a single execution trace
may be necessary for the simulation to make progress, or nidi which is a finite sequence states Program actions, such
be used to reduce the amount of storage necessary to supp®hanging the value of a variable, sending or receiving a mes-
rollback [7]. sage, occur during the transitions between these states. That
In other cases, an external system may be called uponidothe proces$ generates the tracgi] = oj 10,2 ... i, m,
perform the monitoring. For example, an operating systeeree;’s are the local states, and whereis the maximum
may wish to establish global bounds on resource use b}ngmber of distinct states in a single process. There are three
distributed system. Another example is a debugger, whiélsses of program actions (hereafesrent that can occur
must monitor global predicates in order to provide condition®€tween these states—sending of a message, reception of a
breakpoints. This latter application is the case that will b@essage or some internal event. Finally, the state of a process
assumed for the examples and analysis of this paper. Consi§eflefined by the value of all its variables including its pro-
a distributed system that is currently being tested or debugg8m counter.
The programmer specifies a global predicate that described he distributed system also includes a finite set of unidi-
the state of the system when s/he would like to suspefRFtional channels. In this paper we will assume thereNdte
execution. For example, “all processes have called subroutf{tannels arranged as a fully connected network. We label the
sub’ specifies a well-defined global breakpoint. Eversibis channels as aN x N matrix with channeli, j) used for mes-
called multiple times by every process, and if messages &&ges sent by process to Pj. However, our algorithms can
exchanged in such a way that some proc@ﬁsdoes not call be terla”y extended to work with any number or Organization
subuntil after some other procesB;, has calledsubmultiple  Of channels as long as the network is connected. _
times, there is a unique global state where this predicate is truéVe assume that no messages are lost, altered or spuriously
for the first time. The programmer should be able to expect tHatroduced. We do not make any assumptions about a FIFO
the debugger will freeze execution with the system in exactiature of the channels.
this state. One of the contributions of this paper is to identify .
the conditions under which this first state will be unique. For 2.2. Global Predicates
example, the predicate “all processes have invoked subroutindypically, one is interested in determining if some predicate
phase2 yet one or more phasel messages are still in trandittcomes true during the execution of a program. Since the
may have two or more global states with equal claim to beingedicate can potentially be some function of the state of every
the “first.” If the programmer is attempting to determine @rocess and channel in the system, we must identify some
programming error that causes some system failure, havigasonable definition of simultaneity between process states.
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For this, we use the happened-before relation of Lamport [13jnce channels have no memory, the state of the channel is
The happened-before relation for two process statend 8 determined solely by the set of messages inside it. Thus it is

can be formally stated as: — g iff: reasonable to talk about the value of a channel predicate with-
1. a < B where < means occurred before in the sam‘gUt referring to specific statesandp, as in
process, or

2. « ~~ B where~+ means that the action following is a chanuS)

send of a message and the action preceging a receive of
that message, or
3. yia—>yAy — B

for some arbitrary set of messaggsFinally, we will use the
following shorthand for those situations where the identities
of « and g8 are relevant:

Two states for which the happened-before relation does not
hol_d in either direction are said to be concurrenF. The_ symbol, change, B) = change.Senfj] — 8.Revdi]).
I, is used to represent concurrency. The relationship can be

formally stated as:
We require channel predicates to be linear. The requirement

allBe (A BABA ). for linearity can be stated formally as:

_ DEFINITION 2.1. A channel predicatehang), is linear
A consistent cuis a set ofN mutually concurrent states, ff, for all sets of messages, S, R:

one from each process. Thus, the global predicate detection
problem is one of finding a consistent cut in which the
predicate evaluates to true. We will use the terms “consistent VS: ~chanfis) = (¥S: —changSU S))

cut” and “global state” interchangeably in this paper. The term V(VR:—changS — R)).

“cut” refers to any collection o states, one from each process

in the system. Although we are only interested in consistehbat is, given any set of send everthat causes the predi-
cuts, the predicate detection algorithms encounter inconsisteé@te to be false, then either sending more messages is guaran-

cuts as they make progress. teed to leave the predicate false, or receiving more messages is
guaranteed to leave the predicate false. We assume that when
2.2.1. Local Predicates the channel predicate is evaluated in some sHati¢ is also

A local dicate is defined bool ‘ | tknown which of these two cases applies. To model this as-
ocal predicate IS defined as any boolean formuia on r%%lmption, we define linear predicates to be 3-valued functions.
local state of a process. For any process, representd?|, lay

: ! ) ) The predicate can evaluate to:
local predicate is written ds. The notation]; (@), represents

the value of the predicate in local statg,of P,. 1. T—The channel predicate is true for the current channel
state.
2.2.2. Channel Predicates 2. Fs—The channel predicate is false for the current

A ch | predicate i bool funct f the stat c?annel state. Furthermore, the predicate is false for any

channel predicate 1 any boolean function ot the S1ale gl o set of the current channel state (i.e., at least one message
the channel. The channel state is defined as the set differe t be removed from the channel before the predicate can
of the send events and the receive events on that channel. Since true)

the send events and receive events are performed by differerg F,—The channel predicate is false for the current

processes, no single process can evaluate a channel predigai@ e state. Furthermore, the predicate is false for any subset
on its own. of the current channel state (i.e., at least one message must be

We use the following notation to indicate the accumulatioyqed to the channel before the predicate can become true).
of send and receive events on a channel.

a, B states at different processe® and Pj, that is, EXAMPLE 1 (Empty Channgl chang§) = (S = #):
aerf[i]andB er[j]. In any state in which this predicate is false, sending more

«.Senfj]: sequence of all messages sent at or before st@fessages will not make it true. That is, this predicate will
« from P, to Pj (also denoted with an uppercaSavhen the evaluate to eithel or Fs (neverF,) for any channel state.

specific s'Fa.tea, is not relevant or is obvious f_rom context).  ExampLE 2 (Channel Overflo} changS) = (Fmes
B.Revdi]: sequence of _aII messages received at or befoé&eotm) > k), where sizeaim) returns the number of bytes
statef from R to Pj (receive sequences are denoted VRN (o0 jired to store the message dni the total size of buffer
when f is not relevant, or obvious from contex). available to store messages. In any state, if the channel is not
A channel predicate can then be written as: currently full, then receiving more messages cannot make it
full. That is, this predicate will evaluate to eithEor F, (never
changa.Senfj] — B.Revdi]). Fs) for any channel state.
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ExamvPLE 3 (Exactly k Messages in Chanhel changS) = show thatE € C, that is,E also satisfies the GCP. There are
(S| = k): In any state where there are more thamessages three properties thdE must satisfy: all local predicates must
in the channel, this predicate evaluatesRg since it cannot be true, all states ife must be concurrent, and all channel
be made true by sending more messages. In any state whesdicates must be true.
there are less thak messages in a channel, the predicate
evaluates toF;, since it cannot be made true by receivm? 1. SinceE[i] is eitherC[i] or D[i], and bothl; (C[i]) and
more messages. Obviously, if there are exaktijnessages, (D[ 1) hold, it follows thatvi: Ii (E[i]).
the predicate evaluates 10 Let

2.2.3. Generalized Conjunctive Predicate | = {i|[E[i] = C[i]} and J = {i|E[i] = D[i]}.

We call a predicate detected by our algorithm a generalized
conjunctive predicate (GCP). A GCP is formed by anyt is clear that since C and D are consistent ciMs, | €
collection of local predicates and channel predicates. The GEPE[i]||E[j] and Vi, j € J: E[i]IIE[j]. We now show that
is true if and only if all of its component predicates ar&j < |, j € J: E[i]|E[j]. AssumeE[i] — E[j]. Substi-
simultaneously true in a consistent cut. tuting, we haveC[i] — D[j]. However, sincej € J, we

For example, termination detection can be easily representgfbw D[j] < C[j], leading toC[i] — C[]], a contradiction.
as a GCP detection problem. For each of b@rocesses, a ThereforeE[i] 4 E[j]. A symmetric argument shows that
local predicate is defined as “The process is idle.” For eagt]j] 4 E[i]. Hence,E is a consistent cut.
of the O(N?) channels, a channel predicate is defined as “The3. \We now show thatE also satisfies channel predi-
channel is empty.” Termination is equivalent to this GCP beinghtes. By symmetry, it is sufficient to show theit € |,
satisfied. Another example is satisfying a lower boukdon j ed: chanp (E[i], E[j]). Assume for contradiction, that
the global virtual time of a distributed simulation. For eacbhanp (E[il, E[j]) is false. By linearity of channel predi-
of the N processes, a local predicate is defined as “The loc&tes, there are two cases:
time is at leasK.” For each channel, a channel predicate is
defined as “The minimum time stamp from all messages in : N : - -
Fhe chgnnel is at leagt.” The conjunction .of th.ese predicate eciﬁﬁwl .th;:thcahr}arf; [(IE])’[iI]EFJé)[ in zs' F?r(]g:fﬁ[ilti]onﬁ ofDEilr]ly-
is equivalent to the premise that simulation time has global ar) Recall that] JG J implies E[j] = D[j]; hence
progressed beyori. It should be noted that although both of. np; (D[i], D[j]) is Fs, contradicting our assumption that
these examples are stable predicates, our algorithms can % Gé:P is true fob. '
detect unstable GCPs.

The following theorem describes the structure of consistentCase 2. chanp(E[i], E[j) = F. Similarly, since
cuts satisfying a GCP. Let be the set of all global statesE[j] < C[j], it follows that chanp (C[i]. C[j]) is F,
that satisfy a GCP with linear channel predicates. For tvemntradicting our assumption th@tsatisfies the GCP.
consistent cut, D € C, we say thatC < D iff Vi:CJ[i] < Therefore, all channel predicates must also be trug. in
D[i], whereC[i] is the state fromP, in C and < means< Therefore, the GCP is satisfied By W
or =. Intuitively, if C < D, thenC represents an earlier point
in the execution of the distributed system thBn We now Hence, whenever the predicate we are attempting to detect
show that thefirst global state to satisfy a GCP is uniquelyincludes only linear channel predicates, there will be a unique
defined. Formally, we show that if two global states satisfy fast global state in which the predicate is true (or the predicate
GCP, then their greatest lower bound (as definedshyalso simply never becomes true). However, we might ask whether
satisfies that GCP. Since the set of consistent cuts formsh& uniqueness guarantee is always the case. We now show
lattice (that is, there exists a unique consistent cut that is tthet the first satisfying global state can be guaranteed to exist
greatest lower bound for any subset of consistent cuts), thisly if all channel predicates in a conjunction are linear.
condition is sufficient to prove that a first satisfying consistet@onsider the example in Fig. 1. The GCP to be detected has
cut is unique for a GCP. As was stated in the introductioigcal predicates that are true at each of the four local states
knowing that the first consistent cut is well defined is criticglC[1] and D[1] for P, and D[2] and C[2] for P;), and the
in the design of breakpoints for distributed debuggers. following channel predicate—"There are an odd number of
messages in the channel frdPnto P..” Note that this channel
predicate is not linear. It is easily verified that the GCP is true
only at consistent cut€ andD but neither of these two cuts
can be considered the “firstC(£ D and D £ C).

We now show that the first consistent cut satisfying a GCP

Proof. LetE be defined a&[i] = min(C[i], DI[i]) and let is uniquely defined only if channel predicates are restricted to
chanpj (E[i], E[j]) denote the value of the channel predicatbe linear. We restrict our consideration to those GCPs which
between processeB and Pj at statesE[i] and E[j]. We can possibly be true for at least one run of some program.

THEOREM 2.2. Let a GCP be such that all of its channel
predicates are linear. LetC, <) be the set of all global states
in which the GCP is true. If CD € C, then their greatest
lower bound is also irf.
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S 3.1. GCP Algorithm: The Application Processes
Pl &

We assign to each application process three functions related
to predicate detection:

®

1. lIdentification of which states from remote application
processes happen before local states from this application

process.

P2 —@ ® 2 Identificatipn of states on this application process in
D[2] R cn which local predicates are true.

2] . 3. Collection and delivery to the monitor process(es) of

ume . sufficient information to determine the state of any channel

FIG. 1. An example where the set of consistent cuts satisfying the GCIIQ,CIdent to this process.

“there are an odd number of messages in the channel Rpto P,,” has no ) ) . .
unique first consistent cut. The sBtindicates a channel state in which the TO satisfy the first requirement, our algorithm uses vector
channel predicate is false. CGthas channel stat§ — R and satisfies the clocks [5, 14]. A vector clock is a logical clock maintained by

predicate. CuD has the channel sta®U S and also satisfies the GCP. each process in the System Each vector clockNhatements
(one for each process in the system). Two vector clagks

THEOREM 2.3. The first consistent cut that satisfies th&an be compared as follows:
GCP is always well defined only if all channel predicates in - .
the GCP are restricted to linear channel predicates. u<v=Vviiuli] <vi].

Proof. The proof is by counterexample. Given any GCP

that includes at least one nonlinear channel predicate, wi ach application process maintains a vector clock as part
can construct a program for which there is no unique firQ the state of the process. The vector clock is attached to all
consistent cut satisfying that GCP., messages sent between application process and provides the

Figure 1 illustrates the situation we wish to construcP/OPerty:
Assume that there_exist_s some channgl statbor which « — B iff a.u < B.v, wherea and 8 are states in
some channel predicate is false, but neitkeror F;. Since . . .
channels have no memory, we can place the channel into Processes andPj (i # j) andu andv are their
this state by simply writing a program where a process respective vector clocks at these states
sends the set of messag&son the appropriate channel.

We then complete the program as Fig. 1 illustrates. Thegach application process is assumed to be able to detect
sending process sends additional messages that are suffiqig| predicates trivially. Any state in which local predicates
to make the predicate become true. The receiving procegs not true is ignored. We can disregard many of the states
removes sufficient messages from the channel to make & nich |ocal predicates are true as well. Only the first state

pred|cate_ become true. For this program, there is N0 UNI%Rowing each send or receive event in which the predicate
first consistent cut when the channel predicate for this chanrige rue can be part of thiirst consistent cut to satisfy a GCP

becomes true. M Since our predicate detectors are capable of finding exactly the
first consistent cut, we can safely disregard all states from a
process except for the first state where all local predicates are

The method of detecting the GCP is divided among monitglufa after each message eyen_t. Thus, there are atmes
and application processes. The application processes are ti%§@,ter93t from each application process (recall tnais the
processes which were used in the original computation (j.8@Ximum number of message events by any one process). For
the program we are trying to debug). The GCP is defin&@ch of these states_, the application process must construct a
over the state of the application processes and the stdgeal snapshot.” This local snapshot is placed into a message
of the channels between application processes. The mon@d#l sent to a monitor process. The local snapshot includes
processes are additional processes which are created sdfedy current vector clock from the application process. This
for the purpose of predicate detection. information will allow the monitor process(es) to determine

We present two efficient algorithms for GCP detection. Thehich local snapshots from other application processes are
first algorithm uses a centralized monitor process to find cogencurrent with this one.
sistent cuts and to evaluate all channel predicates. The secto satisfy the third requirement, the application process also
ond algorithm usebl monitor processes. Each monitor proceggcludes in the local snapshot an incremental record of activity
evaluates at most channel predicates and they collectivelypn all channels incident to this process. For example, if the
determine when a cut is consistent. Both algorithms distribyteocess has sent two messages and received one message since
the task of evaluating local predicates. the last local snapshot was created, then the next local snapshot

3. GCP DETECTION
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var
incsend, increcv: sequence of messages;
vclock: array [1..n] of integer:

initially Vj : j # ¢ :vclock[j] = O:
vclock([z] = 1;
firstflag = true;
incsend = increcv = (;

for sending message m do
send (vclock, m);
velock[z]++ ;
firstflag := true;
incsend := incsend U {m}:

upon receive message (msg_vclock, m) do
foreachf' do:

velock(j] := max(vclock(j], msg_vclock(jl);
done
firstflag := true:
increcv ;= increcv U {m}:

upon (local_pred = true A firstflag) do
firstflag := false;
send (vclock, incsend. increcv) to monitor process:
incsend:=increcv:=();

FIG. 2. Extensions to application proce8s for GCP detection.

will contain a record of these three events. Conceptually, g

We label theN application processeBs, ..., Py. Figure
2 shows the extensions we require to the behavior of each
application process. We believe that the probe effect caused
by this additional work is tolerable for most applications.
Reducing or eliminating probe effect is an area of active
research that is beyond the scope of this paper. It should
be noted that the same extensions are required for both the
centralized detector and the distributed detector. The only
difference that is required is that for the centralized algorithm
all application processes send their local snapshots to the
same monitor process (denotid), whereas in the distributed
algorithm each application proceBssends its local snapshots
to monitor procesdV;.

In Fig. 2incsendandincrecvare the incremental send and
receive histories for this process. That is, these sequences hold
the set of all messages sent (received) by this process since the
last local snapshot was sent. We assume that each message in
the histories includes sufficient information to determine both
the source and destination of that message.

3.2. Centralized GCP Algorithm

In the centralized algorithm, a single monitor process is
responsible for searching for a consistent cut that satisfies the
GCP. We label this process adg (see Fig. 3). Its pursuit
this cut can be most easily described as considering a

copy of the entire message is placed into the snapshot for gly ;ence of candidate cuts. If the candidate cut either is not
send events. However, in practice much less information is.,nsistent cut, or does not satisfy some term of the GCP,
actually required. For example, if the predicate is “the channgj ' can efficiently eliminate one of the states along the cut.

s empty,” then an amortized cost @(1) bit per snapshot tpe eliminated state can never be part of a consistent cut
(O(m) bits total) will suffice for the message history in thep,; satisfies the GCP. The monitor process can then advance
O(m) snapshots. This issue is addressed in more detail wheghe ¢t by considering the successor to one of the eliminated

the monitor processes are described.

2The worst case number of bits occurs when there is exactly one messagi;
event to be recorded in each snapshot (this case maximizes the numbe‘?

states on the cut. IMg finds a cut for which no state can be
eliéninated, then that cut satisfies the GCP and the detection
gforithm halts.

snapshots). Since there must be a minimum of 1 bit to represent the presencEigure 4 shows the algorithm used b to detect the GCP.

of a message event, the total number of bit©ign).

Application Process
5
[Application Proceﬂ
R

Monitor Process
M,

The algorithm consists of a number of actions, each of which is

Application Process
P

Application Process
)

FIG. 3. Monitor ProcesdM, for the centralized algorithmM, receives local snapshots from eahin the system.
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S{1..n,1..n], R[1..n,1..n] : sequence of message;
CP[l.n.l.n): {F,, F,, T}
state : array[1..n] of struct {
vclock : vector of integer:
color : {red, green};
incsend, increcv : sequence of messages }
initially
state[i].vclock = 0; state[i].color = red; S[i,j] = 0: R[1,j] = 0: CP[i,j] = chanp;;(0)

/* advance the cut */

Al: upon (3 1: state[i].color = red) do
state[i] := receive(q[i]);
state[i].color := green;
update_channels(i);

/* eliminate states which happened before other states */
A2: upon (3i. j : state[i].color = green A state[i].vclock < state[j].veclock)
state[i].color := red

/* force more messages to be sent when channel is F, */
A3: upon (CP[i,j] = F, A state[i].color = green)
state[i].color := red:

/* force more messages to be received when channel is F, */
A4: upon (CP[i,j] = F; A state[j].color = green)
state[j].color := red;

FIG. 4. Centralized GCP detection algorithm, monitor prockgs

guarded by some clause. Each action is assumed to be atomiset ofn FIFO queues, one for each application process over
If more than one guard is true simultaneously, then the actiatich some term of the GCP is defined. We use the notation
that is performed can be selected nondeterministically. Somé...n] to label these queues in our algorithm.
constapt-tlme performance gains can pe_reqhzed by prlorItIZIngPer-Process Data. The monitor process maintains infor-
the actions appropriately. Such optimization is beyond the_.. o o

. . . mation describing one state from each application pro&ess
scope of this paper. The algorithm terminates when none of Re collection of this information is organized into a vector:
guards are true. When this occurs, the GCP has been detec e(?, 9 '
and the array state [1..n].vclock indicates which application
process states are part of the cut. As an obvious extension, if
some application process has terminated and all of the state$he processdatastructure consists of a local snapshot (see
from that process have been eliminatédy can abort the Section 3.1) plus the following item:
detection algorithm.

state: arrayl..n] of struct processlata

» color: {red, gree}—The color of a state is either red
3.2.1. Data Structures or green and indicates whether the state has been eliminated

. . in the current cut. A state is red only if it cannot be part of a
The monitor process receives local snapshots from apQ!anistent cut that satisfies the GCP

cation processes. These messages are usédpbip create _ o
and maintain data structures that describe the global state oPer-Channel Data. The monitor process maintains three
the system for the current cut. The data structures are dividéfa structures for each channel:

into three categories: queues of incoming messages, those daa S[L..n, 1..n] set of messagesThe pending-send set (or

structures that describe the state of the application process%s,set) The set contains all those messages that have been

and those data structures that include information describiggm on the channel, but not yet received according to the

the state of the channels. current cut.

Incoming Message QueuesThe monitor process relies on ¢ RJ[1..n, 1..n] set of messagesThe pending-receive set
being able to selectively receive a message from a specffic “R’ set). The set contains each message that has been
application process. For example, at some phase in tteeeived from the channel, but not yet sent according to the
algorithm Mg may ask to receive a message sent specificaltyrrent cut. Since the current cut is not necessarily consistent,
by P . Furthermore, we require that messages sent by states along the cut may be causally related, and hence it is
individual application process to the monitor process hmssible for one state on the cut to be after a message has been
received in FIFO order. If the message passing system doeseived, and yet have another state on the cut from before that
not provide this support, it can be easily constructed usingreessage was sent. If all states are part of a consistent cut, then
set of queues. Hence, we model the message passing systeavasy/R set is empty.
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e CP[1..n, 1..n] {Fs, F, T}—The CP-state flag. When 3.2.4. Eliminating States Based Upon Linearity
a channel predicate is evaluated, its value is written into the
CP-state flag. The value of a channel predicate cannot chanﬂ
unless there is activity along the channel. Heridg,can avoid €
unnecessarily recomputing channel predicates by record
which predicates have remained true or false since the |
time the predicate was evaluated.

henever a linear channel predicate is false, we know that
er more messages must be sent, or more messages must
received in order for the predicate to become true. Actions
@%and A4 are based upon this fact. If the channel predicate
IS F, then the state from the sender can be eliminated since
at least one more message must be sent before the predicate
3.2.2. Advancing the Cut can become true. Action A3 labels the state from the sending

) ) . process red. Action A4 performs an analogous activity for any
In any cut in which the GCP is false, we know thatnannel whose predicate evaluatesto

there must exist at least one state along the cut that can be
eliminated. A formal representation of elimination is that: 35 5 Evaluating Channel Predicates

DerINITION 3.1.  Given any culC for which the GCP is
false, a stater € C can be labeled red, iff for aD for which
the GCP istrueC < D = a ¢ D.

Channel predicates can safely be evaluated even if the cur-
rent cut is inconsistent without affecting either the correctness
or the worst-case time complexity of our algorithm. Theet

. Sy lways contains a list of messages that would be in the chan-

The glgorlthm wor_ks by considering states from eaCﬁ'el if every application process had executed exactly up to the
application ‘process in sequence. Once a state has b flent cut. Note that th® set may not be empty if this cut
labeled red, we must receive a new state from that ProCeSS; ot consistent. If th® set does contain some message
We update t.h? state of th& anq R sets based on any enm is not in the channelng has already been received),
message activity that occgrred since the last snapshot. € will it be in the channel at any time in the future.
procedureupdate channelsis used to update the channel state
information. This procedur_e is shown in Figure 5. 3.2.6. Correctness of the Algorithm

A local snapshot contains a list of send events and a list
of receive events. For each send event, update_channels firdlow that the algorithm for detection of a GCP has been
checks to see if the receiver is known to have already receiwgiden, the correctness of this algorithm will be shown. First,
this message. If so, the message is removed fronRthet for some properties of the program are given that will be used
the channel. If not, then the message is added t&thet for in demonstrating correctness. The following lemma describes
the channel. This latter case corresponds to the message @l role of §i, j] and R[i, j]. We use auxiliary variables

being in route. statdi].Senfj] and statdi].Rcvd j]. These variables are used
S _ only for the proof and not in the actual program. The variable
3.2.3. Eliminating States Based Upon Causality statdi].Senfj] is the set of all messages sent Byto P; prior

The GCP is true only if the cut is consistent. Since odf Pi reaching the statstatdi]. Similarly, statgi].Revdj] is

algorithm is based on eliminating all predecessors to the fif§ Set of all messages received By from P; prior to R
consistent cut that satisfies the GCP, we should eliminate fi§&ching the statstatdi].

older of any two states which are causally related. Action A2 | gyma 3.2. The following is an invariant of the program:
performs this task.

i, j] =statdi].Senfj] — statd j].Rcvdi]

update_channels(i) R[i, j] =statdj].Rcvdi] — statdi].Senfj].
foreach message m € incsend do
let P; := destination(rn); Proof. The proof is by induction on the number of local
if (m € R[i,j]) R[i,j] :=R[i,j] = {m}; snapshots received. The lemma is obviously true initially, since
else S[i,j] := S[i,j] U {m}: both Si, j] and R][i, j] are initialized to . Assume that
CP[i,j] := chanp;;(S[1,j]): the lemma holds for all snapshots received so far. We show
done that update_channels causes the lemma to holdSfar j]
: when one more snapshot is received from processThe
foreach message m € increcv do proofs for snapshots received from proc&sand for R[i, j]
!ct b = Source(m); N are analogous. Lestatdi] denote the state fronP that
if (m € S[j,i]) S[.1] := S[j.i] — {m}; immediately precedes the snapshot, ataké[i] denote the

else R[j,i] := R[j,i] U {m}:
CP[j,i] = chanp;:(S[j,1]);
done

state after the snapshot. Similarly, 18fi, j] be the value
before the snapshot was received andS¢i, j] denote the
value after the snapshot is received. We therefore wish to show
FIG. 5. Procedure update_channels. that
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STi, j] = stat€[i].Senfj] — statd j].Revdi]. Case 1. Action A2 labelsstatdi] red. This implies that
statdi] happened before some other statatdj]. By the
Since snapshots arrive in FIFO order, the following two idefinduction hypothesisstatd j] < H[j]. This leads toH[i] —
tities hold: H[j], a contradiction sincéd is a consistent cut.

staté[i].Sent= statdi].SentU incsend Case 2._ Actiop A3 labels statdi] r(_ad. Th_is implies thgt
. ; for somej, CHi, j] = F. By the induction hypothesis,
statdi].Sent incsend= . statdj] < H[j]. From the definition off;, the predicate will

We can see from the program that continue to have the valug; atH (statdi] = H[i] means no
more messages are sent on the channel béfosereached),

STi. j] = S, j] U (incsend— RJi, j]). a contradiction since the GCP is satisfiedHby

) ) ) Case 3. Action A4 labelsstatdi] red. This implies that

By the induction hypothesis, CP[j, i] = Fs. Using similar reasoning as for Case 2, this
o ) ) ) ) implies that the channel predicate will g along the cuH,
gi, j] =statdi].Senfj] — statd j].Rcvdi] a contradiction.

R[i, j] =statdj].Rcvdi] — statdi].Sentj]. Hence, no component dfl is ever painted red, and all
predecessors tdd are eventually painted red. Thus, our
algorithm will eventually advance td. At this time, all guards
are false and the algorithm will halt.ll

Hence, by substitution we have

STi, j] = (statdi].Senfj] — statd j].Rcvdi])

U (incsend-— (statd j].Revdi] 3.2.7. Overhead Analysis
— statdi].Sentj]))
= (statdi].Senfj] — statd j].Rcvdi])

N (mc.send— -StatE.{j].RCVC[I D , _ » n: Number of processes over which the GCP is defifed.
= (statgi].Senfj] Uincsend — statg j].Revdi] « m maximum number of messages sent/received by any
=statée[i].Senfj] — statd j].Rcvdi]. = application process.

* s the size of the largest message sent by any application
The following is also an invariant of the algorithmprocess.
maintained by update_channels. The proof follows from

Lemma 3.2. We also make the following simplifying assumption: a channel
LEMMA 3.3. CPJi, j] = chanp, (statdi], statd]). predicate can be evaluated in time proportional to the number

_ _ ~ of messages in the channel. This assumption holds for most
LEMMA 3.4. Let H be the first consistent cut that satisfiegredicates of interest.

the GCP. Then the centralized GCP algorithm terminates with
statdi] = H[i]. Time Complexity. Note that Action Al can be performed

. . . at mostmn times, since there are at masin states. Each of
Proof. We complete this proof in two parts. First we ShOVYhe Actions A2, A3, and A4 may also be applied at most

\t/t\;iﬁttlfeStsaet?%c.)'rr]]e:js as?rzgge;efs:rﬁti’tt?g:s?;tfiszﬁﬁagt?sfytimes, since each of these actions labels a state red. Each state
' . . . is made green initially by Al, and can only be labeled red
the GCP, we know that eithestatdl..n] is not consistent . . S
. once. We consider the complexity of each action in turn.
or a channel predicate must be falsestétd1..n] were not

: The work to perform Action Al is determined by the
consistent, then by the property of vector clocks, the guaé(cj)st to receive local snapshots plus the cost to update the
for Action A2 must be true. Hence at least osiatdi] will P P P

be set to red, a contradiction. If, on the other hand, a chanﬁ??nnd_ states. Each local spapshot consists of a ve_ctor
predicate were false, then by Lemma TBIi, j] must be clock with n elements plus the incremental send and receive

either F or F,. Thus either Action A3 or A4 would occur histories. Hence, the total number of bits from all local
and a state would be painted red. Thereforatatdgl..n] is a Shapshots is bounded iy(mn(n+s)). The work performed in
predecessor tél, the algorithm makes progress. update channelsis dominated by the time to evaluate channel

We now show that ifstatdi] € H, thenstatdi] will not Predicates. Each channel predicate must be evaluated at least

be labeled red. This condition guarantees we will not bypaggce (for empty channels at the initialization of the system),
H. The proof is by induction on the number of states painted
red. Assume that no element bf has been painted red so 3In general, the system may haMetotal application processes with a GCP

. efined over a subsen < N). Application processes from outside the set of
far. States can be labeled red by Actions A2, A3, and A%GCP processes must propagate vector clocks they receive, however, they do

We consider each case and show by contradictionst@défi] not need to create local snapshots, nor is an entry required in the vector clock
cannot be labeled red dtatdi] € H. array for these processes.

We do overhead analysis only ffg. We use the following
parameters:



CHANNEL PREDICATE DETECTION 143

and up tomn re-evaluations may be required. At any give he total storage for all snapshots from all processes is thus
time, there can be at mosD(m) messages in any channelO(mn(n + s)) bytes.

(although, in practice, there are typically much fewer). Thus Message Complexity.Each of then processes sends at most

O(n? 4+ m?n) work is required to evaluate channel predicatesy |ocal shapshots tMo. Each local snapshot contaifgn+s)

Therefore, Action AL require®(nm+m?n +mns work.  pits, for a total of total ofO(nm + mn$ bits communicated
The work required to perform the Actions A2, A3, and A4y the algorithm.

is constant time. However, the guards for these actions must

also be evaluated. It must be noted that an implementation 3.3. Distributed GCP Algorithm

of our algorithm would not follow Fig. 4 literally. Consider This section describes a distributed version of the GCP
the guard for A2. Although at first glance it may appear thfetection algorithm. We usBl monitor processes, denoted
quadratic time is necessary for each evaluation of the guardmt, ..., My. Each monitor process is paired with one of the
can actually be tested in linear time. Assume that it is knoww application processes. Whereas in the centralized algorithm,
that A2 does not apply. There is no need to test A2 again urdil application processes send their local snapshots to a single
Action Al has occurred and at least one new state has beeonitor process Nlp), in the distributed algorithm, each
received. Ifstatdi] is that new state, then A2 could apply onlyapplication proces$® sends its snapshots to monitor process
if statdi] — statdj] or statdj] — statdi] for some other M;. It should be noted that in a distributed debugger, no
statd j]. Hence it is only necessary to makecomparisons of messages may actually be required for messages bet®een
the vector clock to know if A2 now applies. Finally, since and Mi. The most reasonable implementation is to locate

Al can occur at mostnntimes, the total amount of work for and M; on the same physical processor. In this cade may
Action A2 is O(n?m). be able to access local snapshots directly (e.g., with the Unix

Ip?tracefacility).
In the description of the algorithm we will refer to “moni-
sending process is currently green are kept in one such |Itgtr messages. A monitor message is a message sent betwqen
. =~ 'monitor processes. A local snapshot (sent between an appli-
and all channels whose predicates Bggand whose receiving . . ) .
'&gtmn process and a monitor process) is not a monitor mes-

process is green are in kept in the other. Obviously one of ) . ;
or A4 applies iff its corresponding list is nonempty. The Iistgage' Figures 6 and 7 show the algorithm used by monitor

can be superimposed on thd[i, j] array. Thus, inserting or processM;.
removing channels from the list can be performed in constagly 1 pata Structures

Using two linked lists, Actions A3 and A4 can be tested i
constant time. All channels whose predicatesirand whose

time. _ o
We conclude that the time complexity of the centralized e use the notatioM;.x to indicate the value of local
algorithm is variablex on monitor proces#l; . Most of the data structures in

the distributed algorithm are directly related to data structures
in centralized algorithm (see Section 3.2.1). The most recently
received snapshot fron®, (previously statdi]) is stored in
M;.state Each monitor proces#; is responsible for those
It should be noted this bound is fairly conservative. Fagghannels on whichP can send messages. The outstanding
example, consider buffer overflow or termination detectiosend list for channgl (previouslyS[i, j]) is stored inM; . §[j].
In either of these cases, the evaluation of a channel predic&tmilarly the outstanding receive list (previousRfi, j]) for
requires simply knowing how many bits remain in the channehat channel isv; .R[j], and the value of the channel predicate
Hence, local snapshots do not need to include a copy of tiserecorded inM;.CP[j].
message in the message histories, $hand R sets can be  Since M; does not have access to the receive events that
replaced by simple counters, and channel predicates canoseur on channgl, acknowledgment messages are required.
evaluated in constant time. Thus, for these predicates, the tikie call the acknowledgment messagkdayed acknowledg-
complexity is ment (or dack messages to emphasize the fact that the ac-
knowledgment for some message is not sent immediately af-
o(n’m). ter the message is received.dack message consists of the
sequence number from the original message. We use the nota-
Space Complexity. The main space requirement do is  tjon dackm) to indicate the delayed acknowledgment for mes-
the buffer for the local snapshotg. Each local snapshot r(_equig%@em_ Consider some application proceBs that receives a
a vector clock and a copy of the incremental message h'StO%essage immediately before entering some statest P, be
4Two vector clocksy from P, andv from P; can be compared in constantthe apphcatlc_)n process that sent the message. Then monitor
time by comparing théth andjth componentls ofi andv [14]. processM; W',” eventually S?nd alackmessage td/j. How-
5In practice, applications rarely send more thah messages. Thus we €VET, thedackis not sent until all predecessorsdacave been
assume each vector clock requit®gn) integers of storage. eliminated byMj.

O(n’m+ m?n + mns.
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Al: upon my_color = red
state := receive snapshot from P
my_color := green:
update_channels(srate);

A2:upon 35 :R[j]1# 0 A my_color = green
my_color := red,

A3:upon 3j : CP[j]=F, A my_color = green
my_color := red;

Ad:upon 35 : CP[j] = F; A —~dack_pending[j]
dack_pending[j] := true;
send dack_request(dacks_rcvd[jl+1) to M;;

AS: upon receive dack_request(count) from M;
dacks_required|j] := max(dacks_required|[j),dack_request.count);

A6: upon 37 : dacks_required[j] > dacks_sent[3] N my_color = green
my_color := red:

AT: upon receive dack(m) from \/;
if (m € S[j]) S[j1:= S[y] = {m};
else R[j] := R[j] U {m};
dacks_revd[j]++;
dack_pending[j] := false;
CP[j] := chanp;;(S[j]);

FIG. 6. Monitor processV;.

Four data structures are related to theck messages and computation, since there is no single parent to the monitor
their use in maintaining th& and R sets. Each of these dataprocesses. However, it is trivial to extend Dijkstra’s algorithm
structures is implemented as an array, with one entry per our needs by arbitrarily declarinyl; as the parent of
channel. The data structures are: all other monitor processes and initializing the termination
detection data structures accordingly. Thid; will detect
termination. It should be noted that Dijkstra’s algorithm is
optimal in the number of messages sent for termination
detection (equal to the number of monitor messages, which
we will show is at most &n).

When termination has been detected, the cut defined by the
M; .statevariables is the first consistent cut for which the GCP

* M;.dackssenfj]—a count of the number aflackssent
from M; to Mj for channej;.

¢ M;.dacksrcvd j]—a count of the number ofdacks
received byM; from M; for channej.

e M;.dacksrequired j]—a count of the minimum number
of messages which must be received®yon channg} before
the GCP can be true.

. M.dackpendingj]—a boolean flag which if true 'S fU&
means thatM; is certain to receive at least one matack o
message fronM; for channaj 3.3.3. Receiving New Snapshots

] Each monitor processM;, is responsible for labeling

Dack messages are one of two types of monitor messagggapshots fron red, and for maintaining the current state of
The other type of monitor message is@ck requestmessage. the channels on whicl?, sends application messages. Thus,
Dack requestmessages are sent when a channel predicatayg global state is advanced in parallel. Whenever monitor
Fs, and it is known that more messages must be receivedgfycessM; receives a snapshot, it labels its current state green
order for the channel predicate to become true. The use g updates the channel data structures. Each monitor process
these messages is described in detail below. has first-hand knowledge of the set of messages sent by its
application process. However, it must communicate with other
monitor processes to learn which of those messages have been

The distributed algorithm terminates when @Hj have received. Figure 7 shows the procedure th4t uses after
terminated (i.e., all guards in Fig. 6 are false) and all monitoeceiving a new snapshot froR.
messages have been received. We use a variation of Dijkstra’&ach send event in the incremental history is handled in the
and Scholten’s termination detection algorithm for diffusingnalogous manner as with the centralized algorithm (see Fig.
computations [4]. GCP detection is not a true diffusing). However, each record contained state.increcvmust be

3.3.2. Termination
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update_channels() (or equivalently, adack message is already in route ;).
foreach message m in incsend do: Action A4 is used to request modack messages, since the
let P, := destination(m) value of the channel predicate can not change until more dack
if (m € R[j]) R[j] = RU] 2 {m}; messages are received. Actions A5 and A6 are used to label
else S'[j] = S[jluU {m . M; statered if and only if moredackshave been requested
CP[j] := chanp;;(S[j]); than have already been sent.
done

3.3.6. Correctness of the Distributed Algorithm
foreach message m € increcv do

let P; := source(m); This section presents a proof that the distributed GCP
i B * . . . . .
send dack(m) to M;: algorithm correctly detects the first consistent cut that satisfies
dacks_sent[jl++; the GCP. The distributed algorithm is similar to the centralized
done algorithm, and we base our correctness argument on the proof

) of Theorem 3.4.
FIG. 7. Monitor processM; —update_channels().

LEmmA 3.5. The following are true when alllackshave
sent in adackmessage to the monitor process responsible fBFen received:
that channel. - . .
: - . . M;. = M;.stateSenfj] — M;.stateRcvdi
Action A7 in Fig. 6 gives the steps that will be followed by ! S[J_] ' El.] ) q_]
the recipient of alackmessage. Collectively, Actions Al and Mi.R[j] = M stateRecvdi] — M; stateSent|]
A7 in the distributed algorithm perform the same function as ~ M;.CP[j] =chang; (M; .state Mj.state
that of Action Al in the centralized algorithm.

Proof. The proof is similar to that for Lemmas 3.2 and
3.3. The only difference is that wheM; receives a new state,
Action A2 is used to label the currestate red when it the increcv records are not immediately added k;.R[j]
happened before some other state in the current cut. We ato subtracted fromM;.§j]. They must be sent irdack
not use vector clocks in Fig. 6. Vector clocks are requiradessages first, hence the precondition thadatkshave been
if n (the number of application processes over which theceived. B
global predicate is defined) is less thAn(the total number L . .
L o . LEMMA 3.6. The following invariant is a consequence of
of application processes). In the distributed algorithm, tt]e L
. " Ihearity:
use of vector clocks necessitates additional messages between
monitor processes which carry the latest vector clock from
M; .state However, whem = N, a simpler test for consistency
is Vi, j: Mj.R[j] = 4. We consider only this special case in
this paper. Ifn < N, then the GCP can be trivially extended to | eyma 3.7. M,.dacks_required[j] > M.dacks_sent[jl=
mcll_Jde allN processes by defining additional qua! pfedlcat%angi(Mj.state, M.state) = F,
(which always evaluate to true) on the remainihg— n o ) )
processes. The reader is referred to for a discussion of how &00f. M.dacks required j] > M;.dacks senf ] only if M;
distributed conjunctive predicate detector can use vector clodR§eived adack request message fromM; with count =

3.3.4. Eliminating Inconsistent States

M;.CP[j]l=F = chanpj (Mj.state M;.statg = F.

to produce a more efficient algorithm whan N. M;.dacks senj] + 1. _ _
Consider the state ofM; at the time when this
3.3.5. Making Progress for Channel Predicates dack request message was sent. From Action A4, we

] _know that Mj.dacksrcvdi] = count— 1. By substitution,
Actions A3 through A6 are used to label states red accorduﬂgj .dacksrevdi] = M;.dackssenfj]. Hence all dacks for

to the value of the channel predicates on the current ciiessages prior tév; .statewere received by prior to the
SinceM; evaluates the channels on whiBhsends application 50k requestmessage being sent. Therefore, from Lemma
messages, it can label its owtatered after evaluating any of 5 g _Mj CP[i] = chanp;(M;.state M.state. Since the

.5, . = i . . .

its channel predicates to b&. Action A3 performs this task. guard for A4 must be true in order for theack request
Actions A4 through A6 are used to label the receiving1essage to be sent. we know that -

process red when a channel predicate has the \JuRecall

that when a channel predicateRg the receiving process must
receive at least one more message in order for the predicate
to change value. Thus, in the case th§tCP[j] = Fs, M;

has determined tha¥l;.state must be labeled red. However, THEOREM 3.8. The distributed GCP detection algorithm
M; cannot directly acceshl;.statg and furthermore, there is will terminate with M.state= H[i] iff H is the first consis-
no assurance thavlj.state has not already been eliminatedent cut to satisfy the GCP.

changi (Mj.statg Mj.statg =F;. =
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Proof. Initially, Vi: M;.state < H[i] since each monitor We now conclude the proof by showing that when
process initializes itself to a fictitious state. As in Theoreii: M;.state= H[i], termination occurs. This fact is clearly
3.4, we show: seen by noting that Action Al can be taken at mostimes
on eachM; since there are at mosh snapshots from each
. ; ) process. Actions A2, A3, and A6 can also apply at most

2. if Mj.state< HIi] then M stateis eventually labeled m times, since each of these actions causes the state to be
red. s . . ) labeled red. Each message that is receivedPbygausesM;

3. if \_7,': Mi.state= HI[i] then the algorithm will eventu- v, senq at most onelack message. Therefore, Action A7
ally terminate. can apply at mostn times. Action A4 can apply at most
m times, since at least ongack must be received for each
'dack requestmessage that is sent. And finally, Action A5 can
only occurm times, since A4 occurs at mosttimes.

Part 1 (No State from H is Ever Labeled RedJhe proof  Therefore, after eachM; has takenO(m) actions, the
is by induction on the number of states labeled red so failgorithm will terminate. IH exists, thervi: M;.state= H[i].

Let M;.state be the next state labeled red. This can happenH does not exists, then all of the states have been eliminated
as a consequence of Action A2, A3, or A6. Assume thaiom at least one processHl

M; .state= H[i]. If the guard for A2 is true, thedj such that

P;j has received some message befdiestatethat P has not 3.3.7. Overhead Analysis

sent prior toM; .state This implies thatM; .state— Mj.state L . . o
By our induction hypothesisM; .state < H[j], therefore The distributed algorithm operates using the same princi-
H[i] — H[]], a contradiction ! - ’ ples as the centralized algorithm. The two versions of the al-

If the guard for A3 were true, thedj such thatvli CP[j] = gorithms have identical worst case asymptotic time, space, and

lexity.
Fr. By Lemma 3.6 we knovwhanpj(Mi.state Mj.stateg = message comple
F.. Using a similar argument as used in Theorem 3.4, th(ijswe consider first the number of messages exchanged. We

: ; g escribe the case where = N. Both the centralized and
leads tochang; (H[i], HIjD = F, a contrad|c'§|on. distributed algorithms senuhn local snapshots. However, the
If the guard for A6 were true, therdj such that distributed alqorith iredackanddack m
M;.dackssenfj] < M;.dacksrequiredj]. By Lemma Istributed algonithm requiraackandaack requesimessages
37 chano: (M state M- state — FE. This leads to which are not needed in the centralized algorithm. Upnto
’ Ri (M & M 9 S of each type of message are required. To detect termination
chang; (H[j], H[i]) = Fs, a contradiction. yp 9 quired. ’
We {hus conclude thati: M state< HIi] we must double the number of monitor messages. Hence,
R = : the distributed algorithm requiresm messages, whereas
Part 2 (All Predecessors to H[i] Are Eventually Labeledhe centralized algorithm requires ontyn However, this
Red). The proof is by induction on the number of predecesnalysis is somewhat misleading. Recall thdt and P, can
sors toH which must be labeled red. The claim is clearly trube located on the same physical processor in the distributed
when there are zero predecessor$itcAssume that there arealgorithm. Hence no network traffic is generated for sending
k states between the current cwt{l;.state andH. We show local snapshots in this case. Furthermatack dack request
that at least one state is labeled red. There are three casesind termination detection messages consist of single integers.
Thus, the distributed algorithm requiresd small messages.
We now consider the design tradeoffs related to concurrency.
The centralized algorithm suffers froig acting as a serial
bottleneck. This can be a significant drawback, particularly
if nis very large. The distributed algorithm is able to
exploit concurrency. The memory requirements are also evenly
Case 2. 3i, j: chanp; (M;.state Mj.state = Fr. Eventu- distributed over the processors in the system. Although this
ally, all dackswill be received. At this point, from Lemma appears to indicate a clear win for the distributed algorithm,
3.5 we knowM;.CP[j] = F. Hence, Action A3 applies and there are two issues. First, under pathological conditions there
M; .statewill be labeled red. may be little or no parallelism available for the distributed
algorithm to exploit. In these cases, the distributed algorithm
proceeds with only one monitor process being active at a time.
Second, the centralized algorithm may have lower detection
. : latency. IfH is the first consistent cut to satisfy a GCP, then
message to be_seht W;. Eventually this message V\_"" bethe detection latency is defined as the wall-clock time between
received. At this time, we know that Action AS will Set\\hen the last application process reacHeand when the first
M;.dacksrequiredi] to be one more thaM;.dackssenfi] monitor process detects the GCP. Typicalfp will be able
(since alldackshad been received before tiack request to immediately detect the GCP after the last local snapshot
message had been sent). Action A6 will apply, aviglstate s received. In the distributed algorithm the last snapshot
will be labeled red. We therefore conclude that all predecasay generate severdhck messages, each of which must be
sors toH are labeled red. received before the GCP can be detected.

1. if Mj.state= HJi] then M; .stateis never labeled red.

At most a finite numbernmiN) of states can be eliminated
thus the algorithm will always terminate.

Case 1. Ji, j: M;.state— Mj.state Since we assume that
n = N, this is equivalent tdi, j: M;.state ~. Eventually
all dackswill be received byM;. At this point, we know
Mi.R[j] # @ by the definition of-». Therefore Action A2
applies, andV; .statewill be labeled red.

Case 3. di, j|: chanpj(Mi.state Mj.statg = Fs. Even-
tually, all dackswill be received. At this point, we know
M;.CP[j] = Fs. Action A4 will cause adack request
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system.Comm. ACM21, 7 (July 1978), 558—565.
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Schwarz, R., and Mattern, F. Detecting causal relationships in distributed
computations: In search of the holy grdllistrib. Comput.7, 3 (1994),
149-174.
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