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Abstract—We develop methods to infer path or bottleneck  State-of-the-art networking equipment is capable of generat-
sharing among TCP flow classes based on flow level mea-ing flow records A record contains the source and destination
surements available from current traffic monitoring tools. Our IP addresses, source and destination port numbers, start and

premise is that flows that temporally overlap on congested - . .
resources will have correlated throughputs. We propose to use end times, and the size (in bytes and packets) of flows

factor analysis to explore the correlation structure of flow class traversing that network element. A given sequence of packets
throughputs in order to hypothesize which flow classes might sharing the same attributes may be partitioned into multiple

share congested resources. The effectiveness of this “black box"flows based on a flow timeout interval, which can range from
approach is studied using empirical data. We show that making geconds to minutes. An end of connection indication in the

such inferences based on flow level statistics is viable in practice, .
and can serve as an effective, novel tool for network design and TCP header (TCP FIN) may also be used to determine the end

configuration decisions. Our work on inferring bottleneck sharing  Of @ TCP flow. Examples of technologies capable of generating
differs significantly from previous work in that we consider flow flow records are NetFlow [5], Argus [6], and sFlow [7]. A

level instead of packet level statistics, and hence may potentially major problem in flow measurement is the lack of scalability:

influence research in that area. Possible applications of this at very high speed routers, the number of flows to be measured

technique include network monitoring and root cause analysis . . ! . .

of poor performance. might easily exceed millions per hour. Therefore, at high link
speeds, the flows [8] and/or the packets within a flow [9]

may be sampled by the network element when generating flow

records in order to keep up with the link speeds.

Recently, the study of Internet (IP) traffic at the flow IeveA Motivation
has attracted much attention [1], [2], [3], since flow level”
performance (such as the time required to transfer a ﬁ|e)Packet level characteristics of IP traffic are complex to
determines the quality of service perceived by end users.a8alyze due to their extreme variability over a wide range of
commonly accepted definition of an fRwis a unidirectional time scales [10]. Packet level IP traffic is also data intensive
sequence of packets between a source and a destinafforfollect and store for subsequent analysis. Motivated by
endpoint identified by common IP addresses, Transmissi¢ increasing availability of flow level measurements and
Control Protocol (TCP) or User Datagram Protocol (UDplj”ne development of methods for characterizing flow level
port numbers, IP protocol type, type of service fields in IPerformance of elastic traffic [1], [2], [3], we consider analyz-
headers, etc. An IRlow classis a collection, or aggregation,ing network flow measurements for network monitoring and
of flows having a common attribute. For example, we wifhference of network properties rather than studying packet
refer to all flows sharing common source and destination |evel details. Although current network management software
address prefixes as a flow class. provides extensive flow measurement capabilities, tools to

A significant portion of IP traffic consists of packets fronfnalyze such data are quite limited. Such tools might be very
elastic flows generated by applications such as Web transfétgeful to network engineers. o
file transfers (FTP), and e-mail [4]. Such flows are transported©One critical problem that has been identified by Inter-
via TCP which uses packet delay and loss as indicators of figl Service providers (ISPs) and content providers (CPs) is
available bandwidth to adjust the data transmission windd¥¢termining which flows might share paths or bottlenecks
at the sender. Consequently, the quality of service (deld the Internet. Thls is usuaII_y difficult without access to
perceived by such flows is determined by the variable ratB¥ complete routing information for the network. In most
achieved by TCP's congestion control algorithm over tHe2Ses, network managers have information only about their
sojourn of the flow. In this work, we deal only with classefetwork domain and the properties of the other domains are

of flows mediated through TCP. Hence, we will refer to TCENknown. By inferring which flows share paths or bottle-
flow classes as just flow classes. necks using only local measurements and the attributes of

flows (e.g. source/destination IP addresses), service providers

D. Arifler and B. L. Evans were supported by The State of Texas Advancé]alght perform '039' _bf?'anc'”g of traﬁ‘_lc that share a 90mm_0”
Technology Program under project 003658-0614-2001. bottleneck onto disjoint paths. For instance, upon inferring

I. INTRODUCTION



that two customers or customer bases are experiencing pbased on the observation that losses or delays experienced by
Web performance due to a bottleneck link serving them, tiho packets passing through the same bottleneck exhibit some
provider of the Web content might choose to replicate contem¢gree of positive correlation. A major shortcoming of this
at a second location to reduce the load on the bottleneck lirdpproach is the huge computational cost to correlate packet
We will term our inference of path sharing based only olevel measurements. Moreover, the technique assumes that the
measurements collected at one site and the attributes of fldlesvs share a common endpoint; i.e., either the sources or the
as a “black box” approach. destinations of packets are co-located and collaborating, which
The primary question addressed in this paper is “how tms limited applicability.

infer the source/destination pairs sharing paths or bottlenecks’Katabi, Bazzi, and Yang [14] have developed iterative clus-
based on flow measurements made sihglenetwork element tering techniques that minimize entropy-based cost functions
without access to routing information inside the networko cluster flows that share a bottleneck into groups. Their
Inferences for path or bottleneck sharing from flow measurmethod is based on the observation that correct clustering
ments are based on the following premise: TCP flow class@énimizes the entropy of inter-packet spacing within clusters
that temporally overlap long enough on the same path, with an empirical distribution measured by an observer. The
bottleneck, will tend to have positively correlated throughputsain advantage of their method is that it does not require
We propose to uséactor analysisto study the correlation sending probe traffic into the network or require cooperating
structure of flow class throughputs and to infer which flowenders; i.e. it is passive. However, they also indicate that their

classes share paths or bottlenecks. technique is robust only when the observer can monitor a large
fraction of the traffic from the bottleneck link, and hence is
B. Related Work not practical when the observer is an end-receiver.

Our work on inferring path or bottleneck sharing differ% Summary of Contributions and Outline
significantly from the previous work in that we considlaw

levelinstead ofpacket levektatistics. Furthermore, we rely on First, we summarize the contrlbut|on_s of t_h's paper. )
passive flow measurements made at a networking element (e.g) We propose a methodology for inferring path sharing
router, gateway, server) rather than using end-to-end probes, among classes of flows based fow level measure-

as has been the focus of previous work. While many other ~Ments. This method treats the “network” as a “black
previous correlation based methods that infer path sharing are P0X” and only uses data available at a measurement
limited to determining whether particular flow class pairs are  POINt, €.g. ingress/egress, to support inference.
correlated, the method developed in this paper considers a set) We validate and refine our methodology on actual flow

of flow classes simultaneously. level records collected at an Internet border router show-
The simplest approach to detecting shared paths is to use N9 the viability of this approach. We experimentally
a utility such astraceroute that tracks the route that a establish a criterion for filtering out flows based on their

packet follows from its source to its destination. Such utilities,  Sojourn in the system to provide better inferences.
however, require the cooperation of routers in the network on3) Finally, we discuss possible applications of this tech-
the path of the flow. Owners of the carrier networks are often ~ Nique which include network monitoring and root cause
unwilling to provide information about their networks, and analysis of poor performance.

hence the use of such utilities is not always viable. Savage,The outline of the paper is as follows. In Section II, we
Cardwell, and Anderson [11] describe an approximation félescribe factor analysis that is used to study the throughput
detecting shared paths by looking at the destination IP Srrelations in TCP traffic sharing paths or bottlenecks. In
dresses of flows. Their approximation is based on the fact tizgction Ill, we show the effectiveness of this approach on
flows destined to a particular host or network address genera@§tual TCP flow records collected at the border router of The
follow the same path, and hence visit the same bottleneckUhiversity of Texas at Austin. Section IV concludes the paper.
the network. This simple “locality” based approximation is II. METHODS

unlikely to address the need to differentiate between rows.I.he collection of flows in the network is denoted by a set

that are not sharing paths but have the same destination. F. The size, start time (time of arrival of the first packet in a

Harfoush, Bestavros, and Byers [12] use packet-pair probiﬂgw) end time (time of arrival of the last packet in a flow)
for determining whether two flows originating from the sam nd ’duration of a flow will be denoted by, s;, ¢/, and '

source share a bottleneck. Their technique is based on correlat-_ e — s, respectively. Each flowf € F belongs to a

ing end-to-end packet loss measurements to identify flows tl?ébv classc € C. The functiong : F — C determines the

share “similar network conditions”. The main disadvantagaass of a particular flow. We Ie€.(t) = {f € F : ¢(f) =
of their technique, in addition to being dependent on packgtand sp<t < e} den(.)te the scet of flows thét belong to

level probing, is the requirement of cooperating sendera ssc and areactiveat time .

feubegsttewr]], Kurosbe, andd TOWSIeK [tlf’] have ge\llelopsd an ?n The perceived throughpufor a flow is given byr; =
0-end tecnnique based on packet 1oss or delay observa I%n?dfl, and the average throughput of a flow clasE C
to infer whether two flows are experiencing congestion o
a common set of network resources. Their methodology is‘For one-packet flows, the perceived throughput is not well-defined.



rei (1)

at the measurement point can be expressed as

N mar Zrernmrss i IF@] >0,
ro(t) = .
0, otherwise.

Flow Class 1

We will estimate correlations among flow class throughputs Fow class2 ‘ oTe() ! }
by using temporal throughput observations at times when all
of the classes are active. The condition that requires all flow !
classes to be active at a given time ensures that there is &lowClass3 } =
class throughput observation at that time for each class under ;
consideratiof For p flow classes, let the random vecfBr=

(Reyy Regy v oy RCP)T, whose joint pdf is given byr, denote \ /
the typical class throughputs seen by classes at a typical time.
Note that it is possible thak., = 0 for anyi = 1,...,p; Intervals of overlapO(7)

i.e., no flow from class; is active at a typical time. Next,
let & = {R., > 0,V¢; € C}, and define a random vector of
throughputs conditioned ofi, R* = (R;,Rzz,...,Rzp)T,

with a joint pdf fg|c. Denote the intervals over which all s . .
flow classes are active over a measurement peFitay O(T) where A denotes a deterministie x m loading matrix The

: ; following additional assumptions are usually maBgF] = 0,
(see Fig. 1). We will assume for now that, (t) and r, (t) - T B
are realizations of ergodic random processes of throughp@%&&% = gFF ] = I (orthogonal factors)E[U] = 0,

o L .

of flow classes:; andc;, respectively. Theonditional mean UUT] = ¥ = diagyy,..., ) (all covari

and variance of throughput for flow classare defined as ances among class throughputs are accounted by the factors),
and Co(U, F) = 0. Using (4), one can write

Fig. 1. Temporal overlaps of flow classes.

He; = E[Rcb] = Tlgnoo m / Te; (t)dtv (1) COV(R*) = E[(R* — IJ’R*)(R* — IJ’R*)T] = AAT + W,
o) Alternatively, one can obtain a conditional correlation matrix
" using (3), and express it as
o2 = E[(R:,—pe)’] p using (3). and exp ]
. 1 pP= (pc-c-) =AA" + 0, (5)
= 1 o (1) = e )?dt, 2 i
Jin s [ 0 e @

olr) where p.,., = 1. For factor analysis, we will use the condi-

. , tional correlation matrix instead of the conditional covariance
and theconditional correlation of throughputs of flow classesnatix hecause the magnitudes of flow class throughputs can
¢; and¢; is defined using (1) and (2): vary greatly and normalizing such measurements is preferable.

E[(Ry, — pe;) (R, — pie;)] The elements of the loading matrix, A,;, capture the

Peic; = 0o 0o, ' degree of correlation exhibited between a given factor and
1 variable. Estimated and ¥ for A and ¥ can be determined
lim ————— by using theprincipal componentmethod as follows (see

o0 [O(T)loe, 0, [15] for more details). First, the (positive definite) conditional

% / (re,(t) — pie, ) (re, (t) — pe,)dt.  (3) correlation matrix in (5) is expressed as
olr) p=crbi€] + by +. b€y,

A. Factor Analysis of the Conditional Correlation Matrix ~ Where (e;,§;) are the eigenvalue-eigenvector pairs such that

For p flow classes, we express the random vector &f > ¢3 > ... > ¢ > 0. A and ¥ can be determined by
P ' P ?aking the largestn eigenvalues, and by approximatipgas

conditional class throughputs & = (R, R}, .. .,ij)T o R
with a mean vectolug. = (tc,: ficys-- -5 e,)” - The idea p ~ AAT 4+ O
underlying factor analysis is to consider a representation for = (Verly, ..., vVemt,)
R* in terms of a random vector of. (m < p) commorfactors x(\ere Vem€ )T
F = (F,F,...,F,)", and a random vector ofinique 181 VEmSm
factorsU = (U.,,U.,,...,U,)". We assume thaR* can v 0 o 0
be expressed as 0 92 0
+ .. : (6)
R* — pgp- = AF + U, (4)

0 o -
°Note that having all flow classes active at a given time is a stringent ¢p
requirement. However, we choose to impose our stringent condition &g that [\2 + A2 + ...+ A2 + 1/31 = h? + 1/;, = 1,
guarantee positive definiteness of the throughput correlation matrix that is ‘_1 i2 m) . L
used in this section. where h? is called thecommunality and +; is called the



specific “variance” The communality represents the portioropportunity to “learn” the congestion state of the network. In
of the normalized variance oR} that is accounted by the addition, the throughput of a flow that lasts a very long time
m common factors, while@i reflects the portion of the may not reveal the variations in the network’s congestion state
normalized variance due to a factor that is uniquerfo. during the flow's sojourn. Hence, we filter out all flow records
When using the principal component method to “factor” theshose durations are shorter than one threshold or longer than
correlation matrixwvithout any assumptions on the distributioranother threshold in order to capture the correlations among
of variables there are only ad hoc heuristics for determininflow class throughputs. We will experimentally establish that
the sufficiency of the number of factora in the model. In the mean duration of the flows under consideration can serve
exploratory studies, one common approach to determine as the lower threshold for omitting flow records in order to
is to use Kaiser’s rule [15]. Kaiser’s rule proposes selectir@yoid the “noise” introduced by short flows into flow class
factors whose normalized variances (givendjy are greater throughputs.
than 1. The intuition behind this rule is that a factor that Next, we apply our methodology to two example cases to
has a variance less than 1 contains less information thafer path or bottleneck sharing based on flow records. These
a normalized original variable does. The number of factogxamples are used to assess the effectiveness of our “black
m used in the model needs to account for a “reasonableox” approach, and thus, are chosen so that we have some
proportion of variance. The proportion of the total varianciglea about possible path sharing among considered classes
due to thejth factor is given bye; /p, i.e., thejth eigenvalue (for example, by using théraceroute utility). We use
divided by the number of classes. If the proportion of totdhe nslookup andwhois utilities to associate IP addresses
variance captured by the common factors is “high”, then wwith ISPs and CPs. In the first case, we analyze a set of TCP
say that the factors have a strong explanatory power. flow classes that originate from three different ISPs in the
United Kingdom, and identify which classes originate from
the same ISP. In the second case, we identify Web traffic either
For our application, the factors represent shared soureg®jinating from the same CP or sharing a bottleneck when
of variation in class throughputs which are most likely dugaversing the Internet.
to shared congested resources. We examineniagnitudeof 1) Case 1: We defined five flow classes with source IP
factor loadings across a row (corresponding to flow classeg)dresses belonging to three different ISPs in the United
of A and mark the one(s) with the largest magnitude(sXingdom: One class for BBC Internet Services, two classes
The columns that are marked indicate the factors that &tg British Telecom, and two classes for PIPEX. There is
contributing the most to the variations in the throughput faeasonable certainty that flow classes that belong to an ISP
that class. We identify the flow classes that share a factorsisare infrastructure. We chose to analyze intercontinental

B. Interpretation of Factor Loadings

classes likely to share a bottleneck. traffic, because the flow classes were likely to experience
Note that the loading matrix is determined only up to asongestion on relatively slow intercontinental links, although
orthogonal rotation matrif'. If A* = AT, then perhaps not the same ones. As a validation for the factor

analysis results to be considered next, we usackroute
to find the route that packets followed from UT Austin to
Throughout this paper, we rotate the loading matrix to obtainesch of these classes’ destinations and assumed that the
better description of the factors by using a common methodtiraffic from these ISPs to UT Austin traversed the same set
factor analysis calledarimaxrotation [15]. Varimax rotation of networking infrastructure reported byaceroute . We
attempts to find a rotation matri such that the squares of theinspectedtraceroute results to conclude that these ISPs
loadings on each factor are as spread out as possible. Henlig,not share the same intercontinental links.
the interpretation of loadings is easier willT. 2) Case 2:We selected five different CP’s Web traffic from
the flow records: MSN, HotMail, CNN, Yahoo!, and Google.
We assumed that Web traffic belonging to these CPs had
A. Dataset potentially experienced congestion due to high demand for
We used flow records collected at the border router 6Pntent. Again, we usetfaceroute  to find the route that
The University of Texas at Austin on November 6, 2002 ackets followed from UT Austin to each of these destinations
between 12:58 PM and 2:07 PM CST. The dataset consis&td assumed that the traffic from these CPs to UT Austin
of 5,173,385 TCP flow records out of a total of 5,866,60Faversed the same set of networking infrastructure reported
flow records. The records contained both the incoming akd traceroute . Web addresses containing MSN and Hot-

outgoing traffic from UT Austin. The IP addresses belonginfail were traced to the Microsoft Corporation, Redmond,
to UT Austin were made anonymous to protect privacy. ~ Washington. Web addresses containing CNN were traced to

] Atlanta, Georgia. A fraction of Web traffic from Yahoo! and
B. Preprocessing Google appeared to visit a router in Santa Clara, California.
Flow throughput is not defined for one-packet flows, beAle selected the source addresses belonging to Yahoo! and
cause the time between the first and the last packet is zdBmogle that appeared to traverse common infrastructure in
More importantly, flows with short durations may not have aBanta Clara. We accordingly defined five flow classes: MSN,

p=AANT + & =ATTTAT + & = AAT + ©.

IIl. ANALYSIS OF TCP F.ow RECORDS



TABLE | Determining the lower filtering threshold for Case 1
FACTOR ANALYSIS RESULTS FACTOR LOADINGS, COMMUNALITIES, AND o ' ' ! ' ' i T T

PERCENTAGE OF VARIANCE CAPTURED BY THE FACTORS ARE SHOWN
CLAss 1: BBC, QLASS 2: BRITISH TELECOM 1, CLASS 3: BRITISH 0121
TELECOM 2, CLASS 4: PIPEX 1, @ASS5: PIPEX 2.

0.1

- Factor 1 | Factor 2 | Factor 3| Communality %
Class 1| -0.049 | 0.035 | |0.976] 0.955 5 ol ]
Class 2| 0.186 0.839 0.009 0.738 g
Class 3| -0.305 0.772 0.021 0.690 ° oosl ]
Class 4| |0.821 0.103 -0.327 0.792
Class 5| |0.883 -0.157 0.166 0.832 ooal |
% Var 0.317 0.267 0.217 0.802

TABLE Il 0 10 20 30 40 50 60 70 80 EY 100

Durat d:
FACTOR ANALYSIS RESULTS FACTOR LOADINGS, COMMUNALITIES, AND uration (seconds)

PERCENTAGE OF VARIANCE CAPTURED BY THE FACTORS ARE SHOWN  rig 2 Determination of the lower threshold for filtering flow records in
CLASS 1: MSN, QLASS 2: HOTMAIL, CLASS 3: CNN, QLASS 4: YAHOO! Case 1. The mean duration of flows under consideration was 70.4 seconds.
(SANTA CLARA), CLASS 5: GOOGLE (SANTA CLARA). Number_s of discretized overlaps used in computing some of the temporal
correlations are also shown.

- Factor 1 | Factor 2 | Factor 3| Communality

Class 1| -0.420 | |0.666| | -0.358 0.749 ) ) . .

Class 2| -0244 | [-0ss0l | -0.091 0843 on the throughput correlat!on matrix are given in Table |I.

Class 3| 0062 0044 | 0917 0.846 For the second case, we filtered out all f|0w records whose
durations were less than 19 seconds (approximately, the mean

Class 4| |0.821 0.068 0.054 0.682 durat £ d derati ter than 150

Class 5| 0687l | 0003 | -0470 0.694 uration o hows u? erfc?n5| eral |o|n) or glrﬁa (;r afn

%var 0977 0545 0540 0763 seconds. The results of factor analysis with three factors

(determined by Kaiser's rule) on the throughput correlation
matrix are given in Table Il. For each case, the accuracy
of the proportion of total variance captured by the common
HotMail, CNN, Yahoo! (Santa Clara), and Google (Santgctors was determined by using confidence intervals. Since
Clara). the distribution of data was unknown, we resorted to the
bootstrap method17] to compute 95% bias-corrected and
) accelerated (BE) confidence intervals for the proportions of
We assume that over .1-hour periods, class throughp tal variance captured by the common factors and reported in
can be modelled as stationary processes. Furthermore, jes | and II. The computed intervals were [0.794, 0.809]
assume that the packets from a given TCP flow follow the, 10 741, 0.781], respectively. Therefore, we concluded that
same routé Such assumptions, although idealized, are ngfeq factors, which accounted for more than 70% of the
completely unrealistic for our 1-hour long flow measurementgy o \ariance in data, could sufficiently model variations in
R‘?Ca',' that in Section I1I-B, we have gxplameq the neege (jass throughputs, and the loadings that were marked
for filtering out TCP flow records to obtain better inferenceg ccessfully identify the flow classes that share infrastructure

on path sharing. For the first case described above, Weyn cases. The inferences for path sharing are consistent
filtered out all flow records whose durations were less th%\ﬂth those obtained by usingaceroute

75 seconds (approximately, the mean duration of flows underN

consideration) or greater than_ 150 se_conds. We construc{ﬁg number of samples available for statistical analysis will
the sample conditional correlation matrix (to estimate (5)) b ecrease, reducing our ability to infer path sharing. In order

discretizing the measurement period into 1 second interv. Sassess the choice for the lower filtering threshold (approx-

for our two cases. We assumed that the throughput 01Eirf‘}ately, the mean duration of flows under consideration), we

flow at a discretized interval was equal to its “continuousrhtroduce a “distance metric’ which gives us a measure of

_tlme throughput if th_e ﬂ?w was active an_ytlme_ dunng thaL[he ability of the factors to capture path sharing among flow
interval. We used Kaiser’s rule [15] described in Section ”(EIasses:
A to determine the number of factors. We performed factor . m
analysis on the matrix by using (6) to obta and ¥. In d = ZZ(AQ. — \[\ij|)27 7)
each case, varimax rotation was applied to the determined p i=1 j=1

loading matrix. The results of factor analysis with three factors )
where, based otraceroute results from Sections 111-B.1

3This assumption is supported by the empirical measurements in [16]. and [lI-B.2, we SetA?j = 1 if the flow classc; shares the

C. Validation of Methodology

ote, however, that if we filter out too many records,




Determining the lower filtering threshold for Case 2
0.4 T T T T

robustness, upon inferring that none of the flow classes share
a congested resource.

One drawback of our approach is that when the offered
loads are low, the amount of temporal overlaps among flow
classes will be low. Thus, to collect an adequate sample
1 for statistical analysis, records will need to be collected
over an extended period of time. Unfortunately, over longer
measurement periods, the traffic/network may change making
inferences based on flow records difficult. We are currently in
the process of developing more extensive validation scenarios,
1 statistical tests, and employing confidence intervals to assess
our proposed methods. We are also considering to apply factor
analysis on a correlation matrix whose elements are estimated
by using pairwise class throughput correlations in order to
mitigate the inadequate sample size problem that arises when

0.3
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N @
T T
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35

loads offered by flow classes are low.

Fig. 3. Determination of the lower threshold for filtering flow records in
Case 2. The mean duration of flows under consideration was 17.5 seconds.
Numbers of discretized overlaps used in computing some of the temporal
correlations are also shown.
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factor j, and setA?j = 0 otherwise, which corresponds to

ideal loadings. Figs. 2 and 3 show the distance metric given in
(7) versus the lower threshold for filtering out flow records in

the two cases we consider in this section. The plots illustrate
that the distance metric is low (corresponding to the ability
of the factors to capture path sharing) if flow records with2
durations less than the sample mean are filtered out. Note that
as the filtering threshold is increased beyond the mean, thg
ability of the factors used to infer path sharing decreases since

]

the number of samples used for statistical analysis decreases.

Figs. 2 and 3 also show the numbers of discretized overlapsg
used in computing some of the temporal correlations. [g]
The potential power of our technigue in root cause analysi ]
may be illustrated by considering the results in Table Il. Fof8]
example, suppose that the users of services from MSN and
HotMail at UT Austin were experiencing poor performanceg
(delay), and UT Austin’s network managers were capable of
verifying that utilization of the local network was low. Treatin 10]
the outside network as a “black box” (i.e., no knowledge about
the utilization levels of access links or routing information
of outside network), network managers could infer that pogr
performance was not due to the access links connecting fﬂ
Austin to the Internet, because the flow classes did not have
one common factor that would indicate a bottleneck sharéd!
by all classes. The network managers could then hypothesize
that the cause for poor performance was either at the CR3]
server or a bottleneck link visited by both flow classes in the
Internet. [14]

IV. CONCLUSION [15]

Our proposed approach for inferring path sharing based QR
flow records can serve as a tool for network monitoring and
root cause analysis of poor performance. The methodolo@yl
may also be used to assess an ISP’s routing diversity, hence
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