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The Problem of Transient Faults

A transienfault occurswhena cosmicparticlestrikesandinverts
thelogical stateof a device.
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Cancauseafully verified, correctdesignto performincorrectly
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The Needfor Cost-Effective Transient-Fault Tolerance

@ Therateof transienffaultsis expectedo increasesignificantly
Processorwill needsomeform of faulttolerance.

@ However, differentapplicationshave differentreliability
reguirementsge.g. senerappsv/s games).Userswho do not
requirehighreliability maynotwantto paytheoverhead.

@ Faulttolerantmechanismsvith low hardwarecostare
attractve becausehey allow thedesigndo be usedfor awide
variety of applications.
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Background on Fault Tolerance

@ Storagestructuresareeasyto protectwith parity or ECC.

@ Logic structureoftenneedredundanexecution:

@ Spaceaedundanyg
a Timeredundang

@ Spaceaedundang hashigh hardwareoverhead.

@ Timeredundanyg haslow hardwareoverhead
performanceverhead.

Theperformanceverheadf time redundang can

out high

bereducedf

redundanexecutionis performedduringidle periods.
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Exploiting the Memory Wall for Idle Periods

@ A long-lateng misstypically stallsinstructionprocessing.

@ A significantproportionof executiontime is spentwaiting for
memory

The International  Confer ence on Dependable Systems and Networks - 2005 5122



Exploiting the Memory Wall for Idle Periods

@ A long-lateng misstypically stallsinstructionprocessing.

@ A significantproportionof executiontime is spentwaiting for
memory

58%

B L2miss
[ Remaining

Execution Time

42%

Vpr

The International  Confer ence on Dependable Systems and Networks - 2005 5122



Exploiting the Memory Wall for Idle Periods

@ A long-lateng misstypically stallsinstructionprocessing.

@ A significantproportionof executiontime is spentwaiting for
memory

58%

B L2miss
[ Remaining

Execution Time
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Redundanexecutioncanleveragdoadvaluesandbranch
predictionfrom primaryexecution.
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Exploiting the Memory Wall for Idle Periods

@ A long-lateng misstypically stallsinstructionprocessing.

@ A significantproportionof executiontime is spentwaiting for
memory
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Thereis enoughdle time to re-executethe application!
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Moti vation
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Moti vation
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Canwe designatime redundang techniquehatutilizesmemory

waiting time for redundantxecution?
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Outline

@ Introduction

@ Concepiof Introspection
@ Implementatiorof MBI
@ Evaluationof MBI

Q@ Summary
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The Conceptof Intr ospection

An examplefrom the humandomain:

PERFORM
ACTIONS

PERFORM
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The Conceptof Intr ospection

Extendingit to the microarchitecturelomain:

L2 MISS || BUFFER FULL
EXECUTE VERIFY
INSTRUCTIONS RESULTS
BACKLOG BUFFER

PERFORM - -

MISS SERVICED || BUFFER EMPTY

Microarchitecture-BaseltrospectionMBI)
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Additional Structures
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Mechanism

Two modes:Performancandintrospection

Four cases:
@ Operationn performancenode

@ Switchingfrom performancemodeto introspectiormode
@ Operationn introspectiormode

@ Switchingfrom introspectiormodeto performancaenode
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Operation in Performance Mode
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Switching from Performance Mode to Intr ospectionMode

@ EnterIntrospectioron:
a Longlateny L2 miss(walit for 30 cycles)
@ Backloghuffer full
a Systemcall or Interactionwith 1/O

@ Theprocessnvolves:
@ Flushingthepipeline
a Switchingthemodebit
a Fetchinginstructionsfrom the PCof ISPEC-ARF
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Switching from Intr ospectionMode to Performance Mode

@ EXxit Introspectiormodewhen:
@ L2 missis serviced
a Backlogbufferis empty

@ Theprocessnvolves:
@ Flushingthepipeline
@ Switchingthe modebit
a Fetchinginstructionsfrom the PCof PERF-ARF
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Methodology

PPPE

[

©

Pipeline:20 stages8-wideissuewith out-of-orderexecution
L2 cache:Unified, 1IMB, 15-gycle hit

Memory: 400cycles(32 banks)

PrefetcherStreamingwith up to 32 streams

BacklogBuffer contains2k entries

BenchmarksSPECCPU2000
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Performance Overhead

@ Forced-Introspectiopenalty
@ Pipeline-Fillpenalty
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Performance Overhead

@ Forced-Introspectiopenalty

@ Pipeline-Fillpenalty
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Other Overheads: Storageand Err or-DetectionLatency

@ Storageoverhead:
Dependsnthe Numberof Entriesin the BacklogBuffer

Num. Entries | StorageCost | IPC overhead
1k 8.5kB 16.1%
2k 16.5kB 14.5%
4k 32.5kB 13.9%

@ ErrorDetectionLateny
@ Average:682cycles

a Worstcase:36183cycles
(impactdepend®ntheerrorcorrectionmechanism)
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Summary

Transienfault rateis increasingProcessorsvill needsome
form of faulttolerance.

Fault tolerantmechanismsvith low hardwarecostare
attractve becausehey allow thedesigndo be usedfor awide
variety of applications.

MBI utilizestheidle time duringlong lateng cachemissedor
redundantxecution.MBI haslow hardwareoverheadand
providescoveragefor theentirepipeline.

Thetimeredundang of MBI incursanaveragelPC overhead
of 14.5%.
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Questions
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Implementation of MBIl: Recovery

MBI is primarily afault detectiormechanism.
Possiblerecorery mechanismacludefail-safeandcheckpointing.
Canalsouseundomechanism...
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Recwerregisterstateby copying ISPEC-ARFto PERF-ARF
Recaoer memorystateby undoingyoungerstoreoperations.
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Implementation of MBIl: Recovery
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Relatedwork

@ Dual moduloredundany: [e.g.1BM-z390, Compaqg-Himalaya]
@ High hardwarecost
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@ Softwarebasedechniquesieppi, SWIFT, etc ]
@ May needrecompilation(notalwayspossible)
@ Cannottake advantageof run-timeinformation(e.g.cachemiss)

@ SMT basedechnigques:fe.g.RMT - ISCA00]
@ Needafine-grainedmulti-threadednachine
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Sensitvity to Entries in the Backlog Buffer
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Sensitvity to Entries in the Backlog Buffer
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Breakdown of Intr ospectionEpisodes

% of all introspection episodes
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Coverageof Differ ent Typesof Intr ospection

Coverage for all retired instructions (%)
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