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The Problemof Transient Faults

A transientfault occurswhenacosmicparticlestrikesandinverts
thelogical stateof adevice.
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The Needfor Cost-EffectiveTransient-Fault Tolerance

Therateof transientfaultsis expectedto increasesignificantly.
Processorswill needsomeform of fault tolerance.

However, differentapplicationshavedifferentreliability
requirements(e.g.server-appsv/sgames).Userswho donot
requirehigh reliability maynotwantto paytheoverhead.

Fault tolerantmechanismswith low hardwarecostare
attractive becausethey allow thedesignsto beusedfor awide
varietyof applications.
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Background on Fault Tolerance

Storagestructuresareeasyto protectwith parityor ECC.

Logic structuresoftenneedredundantexecution:
Spaceredundancy
Time redundancy

Spaceredundancy hashighhardwareoverhead.

Time redundancy haslow hardwareoverheadbut high
performanceoverhead.

Theperformanceoverheadof time redundancy canbereducedif
redundantexecutionis performedduringidle periods.
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Exploiting the Memory Wall for Idle Periods

A long-latency misstypically stallsinstructionprocessing.

A significantproportionof executiontime is spentwaiting for
memory.
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Exploiting the Memory Wall for Idle Periods

A long-latency misstypically stallsinstructionprocessing.
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The Conceptof Intr ospection

An examplefrom thehumandomain:
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The Conceptof Intr ospection
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The Conceptof Intr ospection

Extendingit to themicroarchitecturedomain:

PERFORM INTROSPECT

BACKLOG BUFFER

MISS�SERVICED || BUFFER�EMPTY

EXECUTE 
INSTRUCTIONS

VERIFY
RESULTS

L2�MISS || BUFFER�FULL

Microarchitecture-BasedIntrospection(MBI)
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Mechanism

Two modes:PerformanceandIntrospection

Fourcases:

Operationin performancemode

Switchingfrom performancemodeto introspectionmode

Operationin introspectionmode

Switchingfrom introspectionmodeto performancemode
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Operation in PerformanceMode
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Switching fr om PerformanceMode to Intr ospectionMode

EnterIntrospectionon:
Long latency L2 miss(wait for 30cycles)
Backlogbuffer full
Systemcall or Interactionwith I/O

Theprocessinvolves:
Flushingthepipeline
Switchingthemodebit
Fetchinginstructionsfrom thePCof ISPEC-ARF
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Switching fr om Intr ospectionMode to PerformanceMode

Exit Introspectionmodewhen:
L2 missis serviced
Backlogbuffer is empty

Theprocessinvolves:
Flushingthepipeline
Switchingthemodebit
Fetchinginstructionsfrom thePCof PERF-ARF
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Methodology

Pipeline:20stages,8-wideissuewith out-of-orderexecution

L2 cache:Unified, 1MB, 15-cyclehit

Memory:400cycles(32banks)

Prefetcher:Streamingwith up to 32streams

BacklogBuffer contains2k entries

Benchmarks:SPECCPU2000

The International Confer ence on Dependable Systems and Networks - 2005 17/22



PerformanceOverhead

Forced-Introspectionpenalty

Pipeline-Fillpenalty
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PerformanceOverhead
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Other Overheads:Storageand Err or-DetectionLatency

Storageoverhead:
Dependson theNumberof Entriesin theBacklogBuffer

Num. Entries StorageCost IPCoverhead

1k 8.5kB 16.1%

2k 16.5kB 14.5%

4k 32.5kB 13.9%

ErrorDetectionLatency
Average:682cycles
Worstcase:36183cycles
(impactdependson theerrorcorrectionmechanism)
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Summary

Transientfault rateis increasing.Processorswill needsome
form of fault tolerance.

Fault tolerantmechanismswith low hardwarecostare
attractive becausethey allow thedesignsto beusedfor awide
varietyof applications.

MBI utilizestheidle timeduringlong latency cachemissesfor
redundantexecution.MBI haslow hardwareoverheadand
providescoveragefor theentirepipeline.

Thetime redundancy of MBI incursanaverageIPCoverhead
of 14.5%.
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Questions
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Implementation of MBI: Recovery

MBI is primarily a fault detectionmechanism.
Possiblerecoverymechanismsincludefail-safeandcheckpointing.
Canalsouseundomechanism...
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Recover registerstateby copying ISPEC-ARFto PERF-ARF
Recovermemorystateby undoingyoungerstoreoperations.
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Relatedwork

Dual moduloredundancy: [e.g. IBM-z390,Compaq-Himalaya]

High hardwarecost

DIVA [Austin MICRO'99]

Needsachecker processor– substantialinvestment

Doesnotprovide full coveragefor thepipeline

Softwarebasedtechniques:[EDDI, SWIFT, etc.]

May needrecompilation(notalwayspossible)

Cannottake advantageof run-timeinformation(e.g.cachemiss)

SMT basedtechniques:[e.g.RMT - ISCA'00]

Needa fine-grainedmulti-threadedmachine

Reducesthroughput
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Softwarebasedtechniques:[EDDI, SWIFT, etc.]

May needrecompilation(notalwayspossible)

Cannottake advantageof run-timeinformation(e.g.cachemiss)

SMT basedtechniques:[e.g.RMT - ISCA'00]

Needa fine-grainedmulti-threadedmachine

Reducesthroughput
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Sensitivity to Entries in the BacklogBuffer
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Sensitivity to Entries in the BacklogBuffer
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Breakdown of Intr ospectionEpisodes
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Coverageof Differ ent Typesof Intr ospection
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