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EE445M/EE360L.12
Embedded and Real-Time Systems/
Real-Time Operating Systems

Lecture 4:

Threads, Scheduler, Thread
Communication & Synchronization
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Thread or Light-Weight Process

Execution of a software task
Has its own registers
Has its own stack - .

Local variables are private mgram
Threads cooperate for common goal

Private global variables

— Managed by the OS
— Allocated in the TCB (e.g., 1d)
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Thread Communication/Sharing

Lecture 4

J.

Threadl Thread?2 Thread3
D
\ Global 4__)
Treat I/O device
» Shared Globals registers like
. Mailbox (Lab 2) globals

FIFO queues (Lab 2)
Message (Lab 6)
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 Id

links

Lecture 4

» Stack pointer
» Sleep counter
« Blocked pt (Lab 3) typedef struct TCB TCBType;
 Priority (Lab 3)
* Next or Next/Previous

Look at TCB of uC/OS-Il, struct os_tcb in
Micrium\Software\uCOS-II\Source\ucos_ii.h

J.

Thread Control Block (TCB)

Where are the registers saved?

struct TCB {
/l order??, types??

h

typedef TCBType * TCBPtr;

@1 RUNPt Threads w
next N o [> next

tack Pt tack Pt

e g
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Thread Switch

Running thread Active thread
RunPt ~ TCB Stack TCB Stack

Csp +—X sp _\

r-) next -w r-) next -w > RZ

Real registers R11

RO RO
R12 R3
LR R12
SP LR
PC \ —t— PC
PSFW Y Suspended PSR
Running program program
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PendSV Thread Switch (1)

 PendSV handler

— Give PendSV handler lowest priority
* Prevent switching out background tasks

— Use C code to find next thread

TCB of a running thread TCB of a thread not running
CortexM stack pointer -~ r stack pointer
Testk -+ / Heahmeed —
RO-R14, i
FC, PSR Istack area I[tj k
stack area
\» R0-R14,
local variables PC, PSR
return pointers local variables
return pointers
- NVIC_INT_CTRL EQU OxEOOOEDO4
* Trlgger PendSV NVIC_PENDSVSET EQU 0x10000000
ContextSwitch
NVIC_INT_CTRL_R = 0x10000000; LDR RO, =NVIC_INT_CTRL
LDR R1, =NVIC_PENDSVSET
Page 160 of tm4c123gh6pm.pdf E;R E;’ [RO]
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Lecture 4

PendSV Thread Switch (2)

1) Disable interrupts
2) Save registers R4 to R11 on the user stack
3) Save stack pointer into TCB
4) Choose next thread

5) Retrieve new stack pointer
6) Restore registers R4 to R11 = .
7) Reenable interrupts
8) Return from interrupt

Run Testmainl
-Show TCB chain
-Show stacks
-Explain switch

J. Valvano, A. Gerstlauer
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Micrium\Software\uCOS-II\Ports\ARM-Cortex-M3\Generic\RealView\os_cpu_a.asm

~
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CPS
PUS
LDR
LDR
STR
LDR
STR
LDR
POP
CPS
BX

Lecture 4

Assembly Thread Switch

PendSV_Handler

ID 1

H {R4-R11}
RO, =RunPt
R1, [RO]
SP, [R1]
R1, [R1,#4]
R1, [RO]
SP, [R1]
{R4-R11}

1E 1
LR

1
2)
3)
4)

5)
6)

7
8)
9)

Saves RO-R3,R12,LR,PC,PSR
Make atomic

Save remaining regs r4-11
RO=pointer to RunPt, old
R1 = RunPt

Save SP into TCB

R1 = RunPt->next

RunPt = R1

new thread SP; SP=RunPt->sp;
restore regs r4-11

tasks run enabled

10) restore RO-R3,R12,LR,PC,PSR

Program 4.9

RTOS_4C123.zip
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Thread Management

e Stacks | Count1=0 | | Count2=0 | | Count3=0 |
° SCthUler | Countl++ | | Count2++ | | Count3++
L 7 L T L

/RUJPt\ >
Threadl nextt—» next-— next
i “f:‘l:ing Threadl Thread2 Thread3

RurPt ) See Testmainl
next—4—» next-— next .

Thread2 Thread1 Thread2 | | Thread3 See Testmain2
1S running

e RmPt\

S~ next—4—» next-— next
1o o Thread1 Thread2 Thread3 Reference book, chapter 4
Lecture 4 J. Valvano, A. Gerstlauer 9
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Thread States

0S_AddThread

calls OS_Kill

calls 0S_Suspend
time slice is over, OS takes control away

A

OS grants control

time over

Lab 3 will add Blocked

calls OS_Sleep

Lecture 4 J. Valvano, A. Gerstlauer
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Thread Scheduler

* When to invoke
— Cooperative: OS_Suspend()

— Preemptive: SysTick

« What Active task to Run
— Round robin (Lab 2)
— Weighted round robin
— Priority (Lab 3)

Lecture 4 J. Valvano, A. Gerstlauer 11
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Round Robin Scheduler

OS_AddThread(&Interpreter);

OS_AddThread(&Consumer);

0S_AddThread(&Math); RunPt
OS_Launch(TIMESLICE); // doesn't return

RunPt

m Next Nextj
StackPt StackPt StackPt
Id Id ) Id )
stack stack stack
L .= = G——]

Interpreter @r Math
PC—> N N

Lecture 4 J. Valvano, A. Gerstlauer 12
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Decisions

* PendSV/SysTick or SysTick only?

— Everything in one handler?
* How to handle sleep?

 Privileged/Unprivileged?
— Trap or regular function call?
* How do you link OS to user code?

» MSP/PSP or MSP?

— Protection versus speed?
» Check for stack overflow
» Check for valid parameters

Lecture 4 J. Valvano, A. Gerstlauer 13
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Thread Switch with PSP (1)

« Bottom 8 bits of LR
— OxE1 11110001 Return to Handler mode MSP (using floating point state)
— OxE9 11101001 Return to Thread mode MSP (using floating point state )
— OxED 11101101 Return to Thread mode PSP (using floating point state)
— OxF1 11110001 Return to Handler mode MSP
— O0xF9 11111001 Return to Thread mode MSP
— OxFD 11111101 Return to Thread mode PSP

1[] Before inferrupt I After inferrupt
RAM | Confext Switch .
PRI Fabhoomton PRI oumy
a) Pus 1sterson oldR1
BASEFRI[0__] b) PC = {0x0000003C} BASEPRI[0][ [ocuaR2
c)Set IPSR=15 °g§312
d) Set LR. = OxFFFFFFFD gldLR
Us: VEP as stack pointer oldPC
PSP —_| PSP 0ld PSR
”‘ Stack §| stk
' [‘ Stack
Lecture 4 J. Valvano, A. Gerstlauer 14
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CPSID
PUSH
LDR
LDR
STR
LDR
STR
LDR
POP
CPSIE
BX

Lecture 4

|
{R4-R11}
RO, =RunPt
R1, [RO]
SP, [R1]
R1, [R1,#4]
R1, [RO]
SP, [R1]
{R4-R11}

]

LR

Thread Switch with PSP (2)

; This code uses MSP for user and OS (Program 4.9 from book)
SysTick_Handler

; 1) Saves RO-R3,R12,LR,PC,PSR

; 2) Prevent interrupt during switch
; 3) Save remaining regs r4-11

; 4) RO=pointer to RunPt, old thread
; R1 = RunPt

; 5) Save SP into TCB

; 6) R1 = RunPt->next

; RunPt = R1

; 7) new thread SP; SP =
; 8) restore regs r4-11
; 9) run with interrupts enabled
; 10) restore RO-R3,R12,LR,PC,PSR

RunPt->sp;

J. Valvano, A. Gerstlauer 15
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CPSID
MRS
SUBS
STM
LDR
LDR
STR
LDR
STR
LDR
LDM
ADDS
MSR
ORR
CPSIE
BX

Lecture 4

1
R2, PSP

Thread Switch with PSP (3)

; tasks use PSP, 0OS/ISR use MSP, Micrium OS-11
SysTick_Handler

; 1) RO-R3,R12,LR,PC,PSR on PSP
; 2) Prevent interrupt during switch
; R2=PSP, the process stack pointer

R2, R2, #0x20
R2, {R4-R11} ; 3) Save remaining regs r4-11

RO, =RunPt
R1, [RO]
R2, [R1]

R1, [R1,#4]

R1, [RO]
R2, [R1]

; 4) RO=pointer to RunPt, old thread
; R1 = RunPt

| 5 Save PP into 168 i acuve

’ LR=0xFFFFFFFD
; RunPt = R1

; 7) new thread PSP in R2

R2, {R4-R11} ; 8) restore regs r4-11
R2, R2, #0x20

PSP, R2

LR, LR, #0x04 ;

1
LR

; Load PSP with new process SP
OXFFFFFFFD (return to thread PSP)
; 9) run with interrupts enabled

; 10) restore RO-R3,R12,LR,PC,PSR

OS calls implemented with trap (SVC) 16

J. Valvano, A. Gerstlauer
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NVIC

» Set priorities
— PendSV low
— Timerl high
» Trigger PendSV

NVIC_INT_CTRL_R
Page 160 of tm4c123gh6pm.pdf

Launch

Set SysTick period
Set PendSV priority
Using RunPt

— Pop initialize Reg
Enable interrupts
Branch to user

Lecture 4 J. Valvano, A. Gerstlauer 17
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To do first (1)

* Debugging
Interrupts
OS_AddThread
Assembly
NVIC

PendSV
OS_Suspend
OS_Launch

To do last (2)

» Stack size
FIFO size
Timerl period
SysTick period
PSP

— Just use MSP
Semaphores

Lecture 4
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Lab 2 Part 1 (1)

Debugging

— How to breakpoint, run to, dump, heartbeat
Interrupts

— How to arm, acknowledge, set vectors

— What does the stack look like? What is in LR?
OS _AddThread

— Static allocation of TCBs and Stack

— Execute 1,2,3 times and look at TCBs and Stack
Assembly

— PendSV, push/pull registers, load and store SP
— Enable, disable interrupts

— Access global variables like RunPt

Lecture 4 J. Valvano, A. Gerstlauer 19
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Lab 2 Part 1 (2)

NVIC

— Arm/disarm, priority

PendSV

— How to trigger

— Write a PendSV handler to switch tasks
OS_Suspend (scheduler and PendSV)
OS_Launch (this is hard)

— Run to a line at the beginning of the thread
— Make sure TCB and stack are correct

Lecture 4 J. Valvano, A. Gerstlauer 20
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Debugging tips

» Visualize the stacks
 Dumps and logs
» Logic analyzer

i add - 38 Remove - (7]~ - Stop 2015/02/02 16:27:26.465 Position: -1.48 ms  Name: A
: —fl 20 Samples 3 100 kHz / 10 us Value
+| Mame | DIO | Trigger | | \ \
DIo 0 ’d I i
DIO 1 d 1 RS
DIO 2 7 X
T T U T T T T
-8ms -4ms Oms ims &ms
s acd ~ $ Remove - [+ ('~ Ready 2015002002 16:39:32.416 Position: -5.36us  Name: A
209 Samples at 100 MHz / 10 ns Zoom: 4.00X Val
[ Do Tligl ;I ; mpl e.slat T ns 40IOIT| . . aluve: ' .
DID 0 4 I L]
DIO 1 7 X
DIO 2 4 X
-78us -58us -38us -18us 02us
Lecture 4 J. Valvano, A. Gerstlauer 21
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Aperiodic Tasks (1)

—5 b

« Switch debouncing Touch  10ms Release 10ms
— Assume a minimum touch time 500ms
— Assume a maximum bounce time 10ms
* Ontouch
— Signal user, call user function (no latency)
— Disarm. AddThread(&BounceWait)
* BounceWait
— Sleep for more than 10, less than 500 ms
— Rearm. OS_Kill()

Lecture 4 J. Valvano, A. Gerstlauer 22
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— Assume a maximum la
bounce time 10ms 10ms

* Interrupt on both rise and fall
— Ifitis a rise, signal touch event
— Ifitis a fall, signal release event

» DebounceTask
— Sleep for 10 ms. OS_Sleep(10)
— Rearm, Set a global with the input

Lecture 4 J. Valvano, A. Gerstlauer
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Aperiodic Tasks (2)
 Switch debouncing %

<«
10ms

— Disarm. AddThread(&DebounceTask)

pin value

- OS_KI I () Define latency for this interface

23

Switch Debounce

void static DebounceTask(void) {
OS_Sleep(10); // foreground sleeping, must run within 50ms
LastPD6 = PDG6; // read while it is not bouncing
GPIO_PORTD_ICR_R = 0x40; /I clear flag6
GPIO_PORTD_IM_R |= 0x40; /I enable interrupt on PD6
OS_Kill();

}

void GPIOPortD_Handler(void){
if(LastPD6 == 0) // if previous was low, this is rising edge

(*PD6Task)(); // execute user task

GPIO_PORTD_IM_R &= ~0x40; /I disarm interrupt on PD6
OS_AddThread(&DebounceTask);

} DebounceTask runs

2ms max . 2ms max
—> 50ms min >

Quiz 1, Question 9,
Spring 2012

DebounceTask runs

PD6 E
latency call (*PD6Task)();

LastPD6

J. Valvano, A. Gerstlauer
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Thread Communication

MalIBo
-—r.—r Producer —»- RxFlfo
* Types

— Data sharing (global variable)

— Flag, Mailbox (one to one, unbuffered)

— Pipes=FIFO (one to one, buffered, ordered)
— Messages (many to many)

* Performance measures

— Latency
— Bandwidth
— Error rate
Lecture 4 J. Valvano, A. Gerstlauer 25
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Main ISR Main
program program
_>l 1 I ISR
[Other calculations cleg =1 = % [ 0
‘ [ Other calculations | ’@1
|
1 Flag=0
Flag=0 Do important stuff
Do important stuff _L
]
Lecture 4 J. Valvano, A. Gerstlauer 26
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Mailbox

Main ISR
rogram — 1
p 9+
s _ Read data
Other calculations |a from input
Empt
Pty C Mail = data b
y Status = Full
Full .

Process Mai |
Status = Empty |d

I
Lecture 4 J. Valvano, A. Gerstlauer 27
EE445M/EE380L.12
Input ISR Output ISR

——
@ Empty
Not empty
TxFifo_Get
full l Disarm
Write data / | Output
to output

e _I;

¥
Arm output v

—+ G

UARTInts_4C123.zip

Lecture 4 J. Valvano, A. Gerstlauer 28
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Race, Critical Section

» Two or more threads access the same global

— Permanently allocated shared resource
(memory, 1/O port, ...)

e At least one access is a write

@ GPIOB E=  Channel 3
/ E Channel 7

GPIOB —
Lecture 4 J. Valvano, A. Gerstlauer 29
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Race Condition

« Timing bug
— Result depends on the sequence of threads
* E.g. two threads writing to the same global
» Hard to debug

— Depends on specific order/interleaving
* Non-deterministic (external events)
» Hard to reproduce/stabilize (“Heisenbug”)

e Critical or non-critical
— Final program output affected?

Lecture 4 J. Valvano, A. Gerstlauer 30
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Critical Section

» Load/store architecture
— Write access changes official copy
— Read access creates two copies
* Original copy in memory
» Temporary copy in register
* Non-atomic access sequence
— Begins/ends with access to permanent resource
— Involves at least one write
— RMW((+W), WW(+R/W), WR(+W), RR(+W)

Lecture 4 J. Valvano, A. Gerstlauer 31
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Thread-Safe, Reentrant

» Thread-safe code
— No global resources
* Variables in registers, stack
— No critical section
» No write access sequence
— Mutual exclusion
» Make accesses atomic (no preemption)
* Prevent other threads from entering critical section
» Reentrant code

— Multiple threads can (re-)enter same section
* No non-atomic RMW, WW, WR sequence

Lecture 4 J. Valvano, A. Gerstlauer 32
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Mutual Exclusion

* Disable a” interruptS Measure time with interrupts disabled

- Maximum time

— Make atomic - Total time

» Lock the scheduler
— No other foreground threads can run
— Background ISR will occur

* Mutex semaphore
— Blocks other threads trying to access info
— All nonrelated operations not delayed

e Thread-safe, but not reentrant

LDREX

Lecture 4 STREX Cortex-M3/M4F Instruction Set, pg. 50

Thread Synchronization

Sequential

Rendezvous, Barrier
— Fork/spawn & join

Trigger, event flags

— OR, AND
—1/0O event (e.qg., /0O edge, RX, TX)
* Time
— Periodic time triggered (e.g., TATOMIS)
— Sleep
Lecture 4 J. Valvano, A. Gerstlauer 34
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