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What is Linux
A fully-networked 32/64-Bit Unix-like Operating System

Unix Tools
Compilers
Network Tools

Multi-user, Multitasking, Multiprocessor
Has the X Windows GUI

Runs on multiple platforms

Includes the Source Code

8/25/2009 3



EE382N-4 Embedded Systems Architecture

History

UNIX: 1969 Thompson & Ritchie AT&T Bell Labs

BSD: 1978 Berkeley Software Distribution

Commercial Vendors: Sun, HP, IBM, SGI, DEC

GNU: 1984 Richard Stallman, Free Software Foundation (FSF)
POSIX: 1986 IEEE Portable Operating System unliX

Minix: 1987 Andy Tannenbaum

SVR4: 1989 AT&T and Sun

Linux: 1991 Linus Torvalds Intel 386 (i386)

Open Source: GPL
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Where did Linux come from?

Linus Torvalds created it
with assistance from programmers around the world
first posted on Internet in 1991

Linux 1.0in 1994; 2.6 in 2003

Open Source:
When programmers on the Internet can read, redistribute, and modify the
source for a piece of software, it evolves
People improve it, people adapt it, people fix bugs. And this can happen at a
speed that, compared to conventional software development, seems
astonishing
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Linux Features

UNIX-like operating system.

Features:
Preemptive multitasking.
Virtual memory (protected memory, paging).
Shared libraries.
Demand loading, dynamic kernel modules.
Shared copy-on-write executables.
TCP/IP networking.
SMP support.
Open source.
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Kernel Design & Architecture
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What’s a Kernel?

Executive, system monitor.
Controls and mediates access to hardware.

Implements and supports fundamental abstractions:
Processes, files, devices etc.

Schedules & allocates system resources:
Memory, CPU, disk, descriptors, etc.

Enforces security and protection.
Responds to user requests for service (system calls).
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Kernel Design Goals

Performance: efficiency, speed.
Utilize resources to capacity with low
overhead.

Stability: robustness, resilience.
Uptime, graceful degradation.

Capability: features, flexibility,

compatibility.

Portability.

Runs on most architectures

Extensibility.

Compliance to standards and

interoperability.

Security, protection.

Protect users from each other &
system from bad users.
It can't hide its flaws. Its code is
reviewed by many experts.
Modularity
Can include only what a system needs
even at run time.
Easy to program
You can learn from existing code.
Many useful resources on the net.
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Hardware Dependencies

Architecture (cpu)
dependent (/arch)
independent (everything else)

Abstract dependencies hidden behind functions and macros
Link in the appropriate version at compile-time
Device-dependencies isolated in device drivers

Provide general abstractions that map to reality
e.g. three-level page tables
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Kernel Design Tradeoffs

Choose any three design goals:
efficiency vs. protection
more checks, more overhead
clarity vs. compatibility
ugly implementation of “broken” standards (e.g. signals)
flexibility vs. security
the more you can do, the more potential security holes!

Not all are orthogonal goals
portability tends to enhance code clarity
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Linux Kernel Architecture
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Linux Kernel Map
Simplified Linux kernel diagram in form of a matrix map
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Designed with OpenOffice.org by (cc) (by-nc-sa) Constantine Shulyupin, www.linuxdriver.co.il
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Documentation

drivers
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linux/arch

Subdirectories for each current port.

Each contains kernel, lib, mm, boot and other directories whose
contents override code stubs in architecture independent code.

lib contains highly-optimized common utility routines such as
memcpy, checksums, etc.

“arch” as of 2.6 includes the following processors:
alpha, arm, blackfin, i386, ia64, m68k, mips, mips64,
ppc¢, s390, sh, sparc, sparc64.
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linux/drivers

Largest amount of code in the kernel tree (~1.5M).

device, bus, platform and general directories.

drivers/char = n_tty.c is the default line discipline.
drivers/block = elevator.c, genhd.c, linear.c, Il_rw_blk.c, raidN.c.

drivers/net = specific drivers and general routines Space.c and
net_init.c.

drivers/scsi = scsi_*.c files are generic; sd.c (disk), sr.c (CD-ROM),
st.c (tape), sg.c (generic).

General:
cdrom, ide, isdn, parport, pcmcia, pnp, sound, telephony, video.

Buses — fc4, i2c, nubus, pci, sbus, tc, usb.
Platforms — acorn, macintosh, s390, sgi.
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linux/fs

Contains:
virtual filesystem (VFS) framework.
subdirectories for actual filesystems.

VFS-related files:
exec.c, binfmt_*.c - files for mapping new process images.
devices.c, blk_dev.c — device registration, block device support.
super.c, filesystems.c.
inode.c, dcache.c, namei.c, buffer.c, file_table.c.
open.c, read_write.c, select.c, pipe.c, fifo.c.
fentl.c, ioctl.c, locks.c, dquot.c, stat.c.
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linux/include

include/asm-*:
Architecture-dependent include subdirectories.

include/linux:
Header info needed both by the kernel and user apps.
Usually linked to /usr/include/linux.

Kernel-only portions guarded by #ifdefs
#ifdef KERNEL_
[* kernel stuff */
#endif
Other directories:

math-emu, net, pcmcia, scsi, video.
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linux/init

Just two files: version.c,
main.c.

version.c — contains the
version banner that prints at
boot.

main.c — architecture-
independent boot code.

start_kernel is the primary
entry point.

asmlinkage void __init start_kernel(void)

/*

* Interrupts are still disabled. Do necessary setups, then
* enable them

*/

lock_kernel();
page_address_init();
printk(KERN_NOTICE);
printk(linux_banner);
setup_arch(&command_line);
setup_per_cpu_areas();

/*

* Mark the boot cpu "online" so that it can call console drivers in printk() and can access its
per-cpu storage.

*/

smp_prepare_boot_cpu();

/*

* Set up the scheduler prior starting any interrupts (such as the timer interrupt). Full
* topology setup happens at smp_init() time - but meanwhile we still have a
* functioning scheduler.

*/

sched_init();

/*

* Disable preemption - early bootup scheduling is extremely

* fragile until we cpu_idle() for the first time.

*/

preempt_disable();

build_all_zonelists();

page_alloc_init();

printk(KERN_NOTICE "Kernel command line: %s\n", saved_command_line);

parse_early_param();

parse_args("Booting kernel", command_line, __start___param,

__stop___param - __start___param,
&unknown_bootoption);

sort_main_extable();

trap_init();

rcu_init();

init_IRQ();

pidhash_init();

init_timers();

hrtimers_init();

softirq_init();

time_init();
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linux/ipc

System V IPC facilities.

If disabled at compile-time, util.c exports stubs that simply return
—ENOSYS (function not implemented)

One file for each facility:
sem.c — semaphores.
shm.c — shared memory.
msg.Cc — message queues.
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linux/kernel

The core kernel code.

sched.c — “the main kernel file”:
scheduler, wait queues, timers, alarms, task queues.

Process control:
fork.c, exec.c, signal.c, exit.c etc...

Kernel module support:
kmod.c, ksyms.c, module.c.

Other operations:

time.c, resource.c, dma.c, softirq.c, itimer.c.
printk.c, info.c, panic.c, sysctl.c, sys.c.
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linux/lib

kernel code cannot call standard C library routines.

Files:
brlock.c — “Big Reader” spinlocks.
cmdline.c — kernel command line parsing routines.
errno.c — global definition of errno.
inflate.c — “gunzip” part of gzip.c used during boot.

string.c — portable string code.
Usually replaced by optimized, architecture-dependent routines.

vsprintf.c — libc replacement.

8/25/2009



EE382N-4 Embedded Systems Architecture

linux/mm

Paging and swapping:
swap.c, swapfile.c (paging devices), swap_state.c (cache).
vmscan.c — paging policies, kswapd.
page_io.c — low-level page transfer.

Allocation and deallocation:
slab.c — slab allocator.
page_alloc.c — page-based allocator.
vmalloc.c — kernel virtual-memory allocator.

Memory mapping:
memory.c — paging, fault-handling, page table code.
filemap.c — file mapping.
mmap.c, mremap.c, mlock.c, mprotect.c.
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linux/scripts

Scripts for:
Menu-based kernel configuration.
Kernel patching.
Generating kernel documentation.
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Kernel Data Types and Sizes
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Kernel Data Types

For portability
Should compile with —Wall —Wstrict-prototypes flags

Three main classes
Standard C types (e.g., int)
Explicitly sized types (e.g., u32)
Types for specific kernel objects (e.g., pid_t)

8/25/2009



EE382N-4 Embedded Systems Architecture

Standard C Types

The following table shows the various data types and their
corresponding size. Note the inconsistencies for long and ptr

arch Size: char short int long ptr long-long u8 ul6 u32 u64

1386 1 2 4 4 4 8 1 2 4 8
alpha 1 2 4 8 8 8 1 2 4 8
armv4l 1 2 4 4 4 8 1 2 4 8
1a64 1 2 4 8 8 8 1 2 4 8
m68k 1 2 4 4 4 8 1 2 4 8
mips 1 2 4 4 4 8 1 2 4 8
ppc 1 2 4 4 4 8 1 2 4 8
Sparc 1 2 4 4 4 8 1 2 4 8
sparc64 1 2 4 4 4 8 1 2 4 8
x86_64 1 2 4 8 8 8 1 2 4 8

Knowing that pointers and long integers have the same size
Using unsigned long for kernel addresses prevents unintended pointer
dereferencing
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Explicit Sized Data Items

See <asm/types.h>
u8; /* unsigned byte (8-bits) */
ul6; /* unsigned word (16-bits) */
u32; /* unsigned 32-bit value */
u64; /* unsigned 64-bit value */
If a user-space program needs to use these types, use __ prefix

(e.g., __u8)

Kernel also uses conventional types, such as unsigned iInt
Usually done for backward compatibility

Interface-specific type: defined by a library to provide an
interface to specific data structure (e.g., p1d_Tt)
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Interface-Specific Types

Many _t types are defined in <l inux/types.h>
Problematic in printk statements
One solution is to cast the value to the biggest possible type (e.g., unsigned

long)
Avoids warning messages
Will not lose data bits
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Other kernel specific data sizes

Timer Intervals:

Do not assume 1000 jiffies per second

Scale times using HZ (number of interrupts per second)

For example, check against a timeout of half a second, compare the elapsed time against
HZ/2
Number of jiffies corresponding to msec second is always msec*Hz/1000

Page Size

Memory page is PAGE_SIZE bytes, not 4KB
Can vary from 4KB to 64KB
PAGE_SHIFT contains the number of bits to shift an address to get its page
number
See <asm/page.h>
User-space program can use getpagesize() library function
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Other kernel specific data sizes (cont)

Byte order
PC stores multibyte values low-byte first (little-endian)
Some platforms use big-endian

Use predefined macros
<litnux/byteorder/big_endian.h>
<linux/byteorder/little _endian.h>

Examples
u32 cpu_to 1e32(u32);
Cpu =internal CPU representation
le =little endian
u4 be64 _to cpu(ubd);
be = big endian
Ul6 cpu_to lel6p(ulb);

p = pointer
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Data Alighment

How to read a 4-byte value stored at an address that is not a

multiple of 4 bytes?
1386 permits this kind of access

Not all architectures permit it
Can raise exceptions

Use the following typeless macros
#include <asm/unaligned.h>
get _unaligned(ptr);
put_unaligned(val, ptr);

Another issue is the portability of data structures
Compiler rearranges structure fields to be aligned according to platform-
specific conventions

Automatically add padding to make things aligned
May no longer match the intended format
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Pointers and Error Values

Functions that return pointers cannot report negative error

values
Return NULL on failure

Some kernel interfaces encode error code in a pointer value
Cannot be compared against NULL
To use this feature, include <l 1nux/err.h>

To return an error, use
void *ERR_PTR(long error);

To test whether a returned pointer is an error code, use
long IS ERR(const void *ptr);

To access the error code, use
long PTR_ERR(const void *ptr);
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System Calls

System calls allow processes running at the user mode to access
kernel functions that run under the kernel mode

Prevent processes from doing bad things, such as

Halting the entire operating system
Modifying the MBR (Master Boot Record) which is easy to do on WIN-XP

Interface between user-level processes and hardware devices.
CPU, memory, disks etc.

Make programming easier:
Let kernel take care of hardware-specific issues.

Increase system security:
Let kernel check requested service via syscall.

Provide portability:
Maintain interface but change functional implementation.
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POSIX* APIs

API = Application Programmer Interface.
Function definition specifying how to obtain service.
By contrast, a system call is an explicit request to kernel made via a software

interrupt.
Standard C library (libc) contains wrapper routines that make

system calls.

e.g., malloc, free are libc routines that use the brk system call.
The brk() and sbrk() functions are used to change dynamically the amount of
space allocated for the calling process's data segment

POSIX-compliant = having a standard set of APIs.

Non-UNIX systems can be POSIX-compliant if they offer the
required set of APlIs.

* Portable Operating System Interface
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Linux System Calls

Invoked by executing SWI.

Programmed exception vector number 0x000008.
CPU switches to kernel mode & executes a kernel function.

Calling process passes syscall number identifying system call in a
register.

Syscall handler responsible for:
Saving registers on kernel mode stack.
Invoking syscall service routine.
Exiting by calling ret_from_sys_call().

System call dispatch table:
Associates syscall number with corresponding service routine.
Stored in sys_call_ table array having up to NR_syscal l entries
(usually 256 maximum).
nth entry contains service routine address of syscall n.
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Initializing System Calls

trap_init() called during kernel initialization sets up the IDT

(interrupt descriptor table) entry corresponding to vector 128:
set_system_gate(0x08, &system_call);

A system gate descriptor is placed in the IDT, identifying address

of system_call routine.
Does not disable maskable interrupts.

Sets the descriptor privilege level (DPL) to 3:
Allows User Mode processes to invoke exception handlers (i.e. syscall routines).
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The system_call() Function

Saves syscall number & CPU registers used by exception handler
on the stack, except those automatically saved by control unit.

Checks for valid system call.

Invokes specific service routine associated with syscall number:
call *sys_call_table(0, %R4, 4)
Return code of system call is stored in R4.
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Kernel Modules




Kernel Modules

Kernel Modules can be compiled
and dynamically linked into kernel
address space after the kernel has
been compiled

Useful for device drivers that need

not always be resident until needed.
Keeps core kernel “footprint” small.

Can be used to “extend”
functionality of kernel

Kernel modules run in kernel space
Execute in the supervisor mode
Everything is allowed
Share the same address space
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/* hello.c */

#include <linux/init.h>
#include <linux/module.h>
#include <linux/kernel.h>

static int __init hello_init(void)

{
printk(KERN_ALERT "Good morrow")

printk(KERN_ALERT "to this fair assembly.\n");
return 0;

}

static void __exit hello_exit(void)

{
printk(KERN_ALERT "Alas, poor world, what treasure");
printk(KERN_ALERT "hast thou lost!\n");

}

module_init(hello_init);
module_exit(hello_exit);
MODULE_LICENSE("GPL");
MODULE_DESCRIPTION("Greeting module");
MODULE_AUTHOR("William Shakespeare");
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Installing Modules into the Kernel

Module object file is installed in running kernel using

insmod modulle name.ko
Loads module into kernel address space and links unresolved symbols in
module to symbol table of running kernel.

To observe the kernel modules loaded use ‘Ismod’ command
On a server you would see the following:

Module Size

nfs 227905
lockd 59081
Fscache 20449
nfs_acl 7617

Autofs4 24517
Hidp 23105
Rfcomm 42457
12cap 29633
bluetooth 53925

Used by

3
2 nfs
1 nfs
1 nfs
2
2
0
8

hidp, rfcomm
5 hidp, rfcomm, 12cap

sunrpc 144253 4 nfs,lockd,nfs_acl
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The Kernel Symbol Table

Symbols accessible to kernel-loadable modules appear in
/proc/kallsyms.

register_symtab registers a symbol table in the kernel’s main table.
Real hackers export symbols from the kernel by modifying kernel/ksyms.c
Typical symbol table would look like:

c04011f0 T _stext

c04011f0 t run_init_process
c04011f0 T stext

c040122c¢ t init_post

c04012e7 t rest_init

c0401308 t try_name

0401485 T name_to_dev_t
c04016¢cc T calibrate_delay
c04019b0 T hard_smp_processor_id
c04019c¢0 t target_cpus

c04019c¢7 t check_apicid_used
c04019ca t check_apicid_present
c04019d0 t multi_timer_check
c04019d3 t apic_id_registered
c04019d9 t apicid_to_node
c04019dd t cpu_to_logical_apicid
c04019f1 t cpu_present_to_apicid
c0401a05 t ioapic_phys_id_map
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Process Management

UNIX process management separates the creation of processes

and the running of a new program into two distinct operations.
The fork system call creates a new process

A new program is run after a call to ‘execve’
execve() executes the program pointed to by filename. filename must be either a
binary executable, or a script starting with a line of the form:

Under UNIX, a process encompasses all the information that the
operating system must maintain to track the context of a single
execution of a single program

Under Linux, process properties fall into three groups: the
process’s identity, environment, and context
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Process Identity

Process ID (PID). The unique identifier for the process; used to
specify processes to the operating system when an application
makes a system call to signal, modify, or wait for another process

Credentials. Each process must have an associated user ID and
one or more group IDs that determine the process’s rights to
access system resources and files

Personality. Not traditionally found on UNIX systems, but under
Linux each process has an associated personality identifier that

can slightly modify the semantics of certain system calls
Used primarily by emulation libraries to request that system calls be
compatible with certain specific flavors of UNIX
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Process Environment

The process’s environment is inherited from its parent, and is

composed of two null-terminated vectors:
The argument vector lists the command-line arguments used to invoke the
running program; conventionally starts with the name of the program itself
The environment vector is a list of “NAME=VALUE” pairs that associates
named environment variables with arbitrary textual values

Passing environment variables among processes and inheriting

variables by a process’s children are flexible means of passing

information to components of the user-mode system software

The environment-variable mechanism provides a customization
of the operating system that can be set on a per-process basis,
rather than being configured for the system as a whole
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Process Context

The (constantly changing) state of a running program at any point
in time

The scheduling context is the most important part of the process
context; it is the information that the scheduler needs to suspend
and restart the process

The kernel maintains accounting information about the resources
currently being consumed by each process, and the total
resources consumed by the process in its lifetime so far

The file table is an array of pointers to kernel file structures

When making file 1/0O system calls, processes refer to files by their index into
this table
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Process Context (Cont.)

Whereas the file table lists the existing open files, the

file-system context applies to requests to open new files

The current root and default directories to be used for new file searches are
stored here

The signal-handler table defines the routine in the process’s
address space to be called when specific signals arrive

The virtual-memory context of a process describes the full
contents of the its private address space
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Processes and Threads

Linux uses the same internal representation for processes and
threads; a thread is simply a new process that happens to share
the same address space as its parent

A distinction is only made when a new thread is created by the

clone system call
fork creates a new process with its own entirely new process context
clone creates a new process with its own identity, but that is allowed to

share the data structures of its parent

Using clone gives an application fine-grained control over exactly
what is shared between two threads
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Process Scheduling

The job of allocating CPU time to different tasks within an
operating system

While scheduling is normally thought of as the running and
interrupting of processes, in Linux, scheduling also includes the
running of the various kernel tasks

Running kernel tasks encompasses both tasks that are requested
by a running process and tasks that execute internally on behalf
of a device driver

As of 2.5, new scheduling algorithm — preemptive, priority-based
Real-time range
‘nice’ value
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Process Scheduling

Linux uses two process-scheduling algorithms:
A time-sharing algorithm for fair preemptive scheduling between multiple
processes
A real-time algorithm for tasks where absolute priorities are more important
than fairness

A process’s scheduling class defines which algorithm to apply

For time-sharing processes, Linux uses a prioritized, credit based

algorithm
The crediting rule

. r
credits ;= credits

+ priority

factors in both the process’s history and its priority
This crediting system automatically prioritizes interactive or 1/0-bound
processes
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Process Scheduling (Cont.)

Linux implements the FIFO and round-robin real-time scheduling
classes; in both cases, each process has a priority in addition to its

scheduling class
The scheduler runs the process with the highest priority; for equal-priority
processes, it runs the process waiting the longest
FIFO processes continue to run until they either exit or block
A round-robin process will be preempted after a while and moved to the end
of the scheduling queue, so that round-robin processes of equal priority
automatically time-share between themselves

8/25/2009



EE382N-4 Embedded Systems Architecture

Relationship Between Priorities and Time-slice Length

8/25/2009

numeric relative time
priority priority quantum
0 highest 200 ms
* real-time
: tasks
99
100
° other
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List of Tasks Indexed by Priority
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active
array
priority task lists
[0] @—@
[1] O—0—0
[140] @

expired
array
priority task lists
[0] O—0O—=0C
[1] @
[140] O0—0O
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Kernel Synchronization

A request for kernel-mode execution can occur in two ways:
A running program may request an operating system service, either
explicitly via a system call, or implicitly, for example, when a page fault
occurs
A device driver may deliver a hardware interrupt that causes the CPU to
start executing a kernel-defined handler for that interrupt

Kernel synchronization requires a framework that will allow the
kernel’s critical sections to run without interruption by another
critical section
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Kernel Synchronization (Cont.)

Linux uses two techniques to protect critical sections:
1. Normal kernel code is non-preemptible (until 2.4)
— when a time interrupt is received while a process is
executing a kernel system service routine, the kernel’s
need_resched flag is set so that the scheduler will run
once the system call has completed and control is
about to be returned to user mode
2. The second technique applies to critical sections that occur in an interrupt
service routines
— By using the processor’s interrupt control hardware to disable
interrupts during a critical section, the kernel guarantees that it can
proceed without the risk of concurrent access of shared data structures

8/25/2009




EE382N-4 Embedded Systems Architecture

Kernel Synchronization (Cont.)

To avoid performance penalties, Linux’s kernel uses a
synchronization architecture that allows long critical sections to

run without having interrupts disabled for the critical section’s
entire duration

Interrupt service routines are separated into a top half and a

bottom half.
The top half is a normal interrupt service routine, and runs with recursive
interrupts disabled
The bottom half is run, with all interrupts enabled, by a miniature scheduler
that ensures that bottom halves never interrupt themselves
This architecture is completed by a mechanism for disabling selected bottom
halves while executing normal, foreground kernel code
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Next Lecture will cover

Memory Management

File System Types

Input and Output
Interprocess Communication
Networking

Kernel Time Keeping
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